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Background.  
 
CIS provides benchmarks, scoring tools, software, data, information, suggestions, ideas, and other services and 
ÍÁÔÅÒÉÁÌÓ ÆÒÏÍ ÔÈÅ #)3 ×ÅÂÓÉÔÅ ÏÒ ÅÌÓÅ×ÈÅÒÅ ɉȰProductsȱɊ ÁÓ Á ÐÕÂÌÉÃ ÓÅÒÖÉÃÅ ÔÏ )ÎÔÅÒÎÅÔ ÕÓÅÒÓ ×ÏÒÌÄ×ÉÄÅȢ 
2ÅÃÏÍÍÅÎÄÁÔÉÏÎÓ ÃÏÎÔÁÉÎÅÄ ÉÎ ÔÈÅ 0ÒÏÄÕÃÔÓ ɉȰRecommendationsȱɊ ÒÅÓÕÌÔ ÆÒÏÍ Á ÃÏÎÓÅÎÓÕÓ-building process that 
involves many security experts and are generally generic in nature. The Recommendations are intended to provide 
helpful information to organizations attempting to evaluate or improve the security of their networks, systems and 
devices. Proper use of the Recommendations requires careful analysis and adaptation to specific user requirements. 
4ÈÅ 2ÅÃÏÍÍÅÎÄÁÔÉÏÎÓ ÁÒÅ ÎÏÔ ÉÎ ÁÎÙ ×ÁÙ ÉÎÔÅÎÄÅÄ ÔÏ ÂÅ Á ȰÑÕÉÃË ÆÉØȱ ÆÏÒ ÁÎÙÏÎÅȭÓ ÉÎÆÏÒÍÁÔÉÏÎ ÓÅÃÕÒÉÔÙ ÎÅÅÄÓȢ 
 
No representations, warranties and covenants.  
 
CIS makes no representations, warranties or covenants whatsoever as to (i) the positive or negative effect of the 
Products or the Recommendations on the operation or the security of any particular network, computer system, 
network device, software, hardware, or any component of any of the foregoing or (ii) the accuracy, reliability, 
timeliness or completeness of any Product or Recommendation.  CIS is providing the Products and the 
2ÅÃÏÍÍÅÎÄÁÔÉÏÎÓ ȰÁÓ ÉÓȱ ÁÎÄ ȰÁÓ ÁÖÁÉÌÁÂÌÅȱ ×ÉÔÈÏÕÔ ÒÅÐÒÅÓÅÎÔÁÔÉÏÎÓȟ ×ÁÒÒÁÎÔÉÅÓ ÏÒ ÃÏÖÅÎÁÎÔÓ ÏÆ ÁÎÙ ËÉÎÄȢ 
 
User agreements. 
 
"Ù ÕÓÉÎÇ ÔÈÅ 0ÒÏÄÕÃÔÓ ÁÎÄȾÏÒ ÔÈÅ 2ÅÃÏÍÍÅÎÄÁÔÉÏÎÓȟ ) ÁÎÄȾÏÒ ÍÙ ÏÒÇÁÎÉÚÁÔÉÏÎ ɉȰweȱɊ ÁÇÒÅÅ ÁÎÄ ÁÃËÎÏ×ÌÅÄÇÅ ÔÈÁÔȡ 
 
No network, system, device, hardware, software or component can be made fully secure; 
We are using the Products and the Recommendations solely at our own risk; 
 
We are not compensating CIS to assume any liabilities associated with our use of the Products or the 
2ÅÃÏÍÍÅÎÄÁÔÉÏÎÓȟ ÅÖÅÎ ÒÉÓËÓ ÔÈÁÔ ÒÅÓÕÌÔ ÆÒÏÍ #)3ȭÓ ÎÅÇÌÉÇÅÎÃÅ ÏÒ ÆÁÉÌÕÒÅ ÔÏ ÐÅÒÆÏÒÍȠ 
 
We have the sole responsibility to evaluate the risks and benefits of the Products and Recommendations to us and 
to adapt the Products and the Recommendations to our particular circumstances and requirements; 
 
Neither CIS, nor any CIS Party (defined below) has any responsibility to make any corrections, updates, upgrades or 
bug fixes or to notify us if it chooses at it sole option to do so; and 
 
Neither CIS nor any CIS Party has or will have any liability to us whatsoever (whether based in contract, tort, strict 
liability or otherwise) for any direct, indirect, incidental, consequential, or special damages (including without 
limitation loss of profits, loss of sales, loss of or damage to reputation, loss of customers, loss of software, data, 
information or emails, loss of privacy, loss of use of any computer or other equipment, business interruption, 
wasted management or other staff resources or claims of any kind against us from third parties) arising out of or in 
any way connected with our use of or our inability to use any of the Products or Recommendations (even if CIS has 
been advised of the possibility of such damages), including without limitation any liability associated with 
infringement of intellectual property, defects, bugs, errors, omissions, viruses, worms, backdoors, Trojan horses or 
other harmful items. 
 
Grant of limited rights.  
 
CIS hereby grants each user the following rights, but only so long as the user complies with all of the terms of these 
Agreed Terms of Use: 
 
Except to the extent that we may have received additional authorization pursuant to a written agreement with CIS, 
each user may download, install and use each of the Products on a single computer; 
 
Each user may print one or more copies of any Product or any component of a Product that is in a .txt, .pdf, .doc, 
.mcw, or .rtf format, provided that all such copies are printed in full and are kept intact, including without limitation 
the text of this Agreed Terms of Use in its entirety. 
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Retention of intellectual property rights; limitations on distribution.  
 
The Products are protected by copyright and other intellectual property laws and by international treaties. We 
acknowledge and agree that we are not acquiring title to any intellectual property rights in the Products and that 
full title and all ownership rights to the Products will remain the exclusive property of CIS or CIS Parties. CIS 
reserves all rights not expressly granted to users in thÅ ÐÒÅÃÅÄÉÎÇ ÓÅÃÔÉÏÎ ÅÎÔÉÔÌÅÄ Ȱ'ÒÁÎÔ ÏÆ ÌÉÍÉÔÅÄ ÒÉÇÈÔÓȢȱ  3ÕÂÊÅÃÔ 
ÔÏ ÔÈÅ ÐÁÒÁÇÒÁÐÈ ÅÎÔÉÔÌÅÄ Ȱ3ÐÅÃÉÁÌ 2ÕÌÅÓȱ ɉ×ÈÉÃÈ ÉÎÃÌÕÄÅÓ Á ×ÁÉÖÅÒȟ ÇÒÁÎÔÅÄ ÔÏ ÓÏÍÅ ÃÌÁÓÓÅÓ ÏÆ #)3 -ÅÍÂÅÒÓȟ ÏÆ 
certain limitations in this paragraph), and except as we may have otherwise agreed in a written agreement with CIS, 
we agree that we will not (i) decompile, disassemble, reverse engineer, or otherwise attempt to derive the source 
code for any software Product that is not already in the form of source code; (ii) distribute, redistribute, encumber, 
sell, rent, lease, lend, sublicense, or otherwise transfer or exploit rights to any Product or any component of a 
Product; (iii) post any Product or any component of a Product on any website, bulletin board, ftp server, 
newsgroup, or other similar mechanism or device, without regard to whether such mechanism or device is internal 
or external, (iv) remove or alter trademark, logo, copyright or other proprietary notices, legends, symbols or labels 
in any Product or any component of a Product; (v) remove these Agreed Terms of Use from, or alter these Agreed 
Terms of Use as they appear in, any Product or any component of a Product; (vi) use any Product or any component 
of a Product with any derivative works based directly on a Product or any component of a Product; (vii) use any 
Product or any component of a Product with other products or applications that are directly and specifically 
dependent on such Product or any component for any part of their functionality, or (viii) represent or claim a 
parti cular level of compliance with a CIS Benchmark, scoring tool or other Product. We will not facilitate or 
otherwise aid other individuals or entities in any of the activities listed in this paragraph. 
 
We hereby agree to indemnify, defend and hold CIS and all of its officers, directors, members, contributors, 
employees, authors, developers, agents, affiliates, licensors, information and service providers, software suppliers, 
hardware suppliers, and all other persons who aided CIS in the creation, development or maintenance of the 
0ÒÏÄÕÃÔÓ ÏÒ 2ÅÃÏÍÍÅÎÄÁÔÉÏÎÓ ɉȰCIS PartiesȱɊ ÈÁÒÍÌÅÓÓ ÆÒÏÍ ÁÎÄ ÁÇÁÉÎÓÔ ÁÎÙ ÁÎÄ ÁÌÌ ÌÉÁÂÉÌÉÔÙȟ ÌÏÓÓÅÓȟ ÃÏÓÔÓ ÁÎÄ 
expenses (including attorneys' fees and court costs) incurred by CIS or any CIS Party in connection with any claim 
arising ÏÕÔ ÏÆ ÁÎÙ ÖÉÏÌÁÔÉÏÎ ÂÙ ÕÓ ÏÆ ÔÈÅ ÐÒÅÃÅÄÉÎÇ ÐÁÒÁÇÒÁÐÈȟ ÉÎÃÌÕÄÉÎÇ ×ÉÔÈÏÕÔ ÌÉÍÉÔÁÔÉÏÎ #)3ȭÓ ÒÉÇÈÔȟ ÁÔ ÏÕÒ 
expense, to assume the exclusive defense and control of any matter subject to this indemnification, and in such case, 
we agree to cooperate with CIS in its defense of such claim. We further agree that all CIS Parties are third-party 
beneficiaries of our undertakings in these Agreed Terms of Use. 
 
Special rules. 
 
CIS has created and will from time to time create special rules for its members and for other persons and 
organizations with which CIS has a written contractual relationship. Those special rules will override and supersede 
these Agreed Terms of Use with respect to the users who are covered by the special rules.  CIS hereby grants each 
CIS Security Consulting or Software Vendor Member and each CIS Organizational User Member, but only so long as 
such Member remains in good standing with CIS and complies with all of the terms of these Agreed Terms of Use, 
the right to distribute the Products and RecomÍÅÎÄÁÔÉÏÎÓ ×ÉÔÈÉÎ ÓÕÃÈ -ÅÍÂÅÒȭÓ Ï×Î ÏÒÇÁÎÉÚÁÔÉÏÎȟ ×ÈÅÔÈÅÒ ÂÙ 
manual or electronic means. Each such Member acknowledges and agrees that the foregoing grant is subject to the 
ÔÅÒÍÓ ÏÆ ÓÕÃÈ -ÅÍÂÅÒȭÓ ÍÅÍÂÅÒÓÈÉÐ ÁÒÒÁÎÇÅÍÅÎÔ ×ÉÔÈ #)3 ÁÎÄ ÍÁÙȟ ÔÈÅÒÅÆÏÒÅȟ ÂÅ ÍÏÄÉÆied or terminated by CIS at 
any time. 
 
Choice of law; jurisdiction; venue.  
 
We acknowledge and agree that these Agreed Terms of Use will be governed by and construed in accordance with 
the laws of the State of Maryland, that any action at law or in equity arising out of or relating to these Agreed Terms 
of Use shall be filed only in the courts located in the State of Maryland, that we hereby consent and submit to the 
personal jurisdiction of such courts for the purposes of litigating any such action. If any of these Agreed Terms of 
Use shall be determined to be unlawful, void, or for any reason unenforceable, then such terms shall be deemed 
severable and shall not affect the validity and enforceability of any remaining provisions.  We acknowledge and 
agree that we have read these Agreed Terms of Use in their entirety, understand them and agree to be bound by 
them in all respects. 
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Overview  
This document, Security Configuration Benchmark for Microsoft Windows 7, provides 
prescriptive guidance for establishing a secure configuration posture for Microsoft 
Windows 7. This guide was tested against Microsoft Windows 7 Ultimate. To obtain the 
latest version of this guide, please visit http://cisecurity.org . If you have questions, 
comments, or have identified ways to improve this guide, please write us at 
feedback@cisecurity.org. 

Consensus Guidance 
This guide was created using a consensus review process comprised of volunteer and 
contract subject matter experts. Consensus participants provide perspective from a diverse 
set of backgrounds including consulting, software development, audit and compliance, 
security research, operations, government, and legal.  

Intended Audience 
This document is intended for system and application administrators, security specialists, 
auditors, help desk, and platform deployment personnel who plan to develop, deploy, 
assess, or secure solutions that incorporate Microsoft Windows 7. 
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Typographic Conventions  
The following typographical conventions are used throughout this guide: 

Convention Meaning 
Stylized Monospace font  Used for blocks of code, command, and script examples. 

Text should be interpreted exactly as presented. 
Monospace font  Used for inline code, commands, or examples. Text should 

be interpreted exactly as presented.  

<italic font in brackets> Italic texts set in angle brackets denote a variable 
requiring substitution for a real value. 

Italic  font Used to denote the title of a book, article, or other 
publication. 

Note Additional information or caveats 

Security Profiles 
This section defines the profiles used throughout the Benchmark. 

Enterprise 

Settings in this level are designed for systems operating in a managed environment where 
interoperability with legacy systems is not required. It assumes that all operating systems 
within the enterprise are Windows XP SP3 or later and Windows Server 2003 SP2 of later. 
In such environments, these Enterprise-level settings are not likely to affect the function or 
performance of the OS. However, one should carefully consider the possible impact to 
software applications when applying these recommended technical controls.  

Specialized Security ɀ Limited Functionality (SSLF) 

Settings in this level are designed for systems in which security and integrity are the 
highest priorities, even at the expense of functionality, performance, and interoperability. 
Therefore, each setting should be considered carefully and only applied by an experienced 
administrator who has a thorough understanding of the potential impact of each setting or 
action in a particular environment. 

http://technet.microsoft.com/en-us/solutionaccelerators/cc835245.aspx
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Scoring  
This section defines the scoring statuses used within this document. The scoring status 
indicates whether compliance with the given recommendation is discernable in an 
automated manner. 

Not Defined 

4ÈÅÓÅ ÉÔÅÍÓ ÄÏ ÎÏÔ ÉÍÐÁÃÔ Á ÓÙÓÔÅÍȭÓ ÓÃÏÒÅ ÁÓ ÔÈÅ "ÅÎÃÈÍÁÒË ÄÏÅÓ ÎÏÔ ÒÅÃÏÍÍÅÎÄ Á 
specific value for this setting and profile combination. 

Not Configured 

The default behavior of Windows is commonly a secure behavior. For several settings, 
Windows allows the administrator to reinforce the default behavior by enabling or 
disabling a setting. Given this, for the Enterprise profiles, several settings are 
recommended Not Configured  as the default behavior is secure. For the SSLF profiles, the 
Benchmark recommends that the default behavior be reinforced via GPO. An Enterprise 
profile system that is configured in accordance with the SSLF profile recommendation is 
not deemed out of conformance with this Benchmark. 

1. Recommendations  

1.1 Account Policies 

1.1.1 Enforce password history 

Description:  
This control defines the number of unique passwords a user must leverage before a 
previously used password can be reused. For all profiles, the recommended state for this 
setting is 24 or more passwords remembered . 

Rationale:  
Enforcing a sufficiently long password history will increase the efficacy of password-based 
authentication systems by reducing the opportunity for an attacker to leverage a known 
credential. For example, if an attacker compromises a given credential that is then expired, 
this control prevents the user from reusing that same compromised credential.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Securi ty Settings \ Account 

Policies \ Password Policy \ Enforce password history  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 
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Default Value:  
24 passwords remembered  

References: 
CCE-8912-8 

1.1.2 Maximum password age 

Description:  
This control defines how many days a user can use the same password before it expires. 
For all profiles, the recommended state for this setting is 90 days or less . 

Rationale:  
Enforcing a reasonably short password age will increase the efficacy of password-based 
authentication systems by reducing the opportunity for an attacker to leverage a known 
credential.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configurati on\ Windows Settings \ Security Settings \ Account 

Policies \ Password Policy \ Maximum password age  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
42 days  

References: 
CCE-9193-4 

1.1.3 Minimum password age 

Description:  
This control defines how many days a user must use the same password before it can be 
changed. For all profiles, the recommended state for this setting is 1 or more days . 

Rationale:  
Enforcing a minimum password age prevents a user from quickly cycling through 
passwords in an attempt to reuse a familiar password. Preventing this increases the 
efficacy of password-based authentication systems by reducing the opportunity for an 
attacker to leverage a known credential.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
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Computer Configuration \ Windows Settings \ Security Settings \ Account 

Policies \ Password Policy \ Minimum password age  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
0 days  

References: 
CCE-9330-2 

1.1.4 Minimum password length 

Description:  
This control defines the minimum number of characters a user password must contain. It is 
recommended that this setting be configured as described below: 
 

¶ For the SSLF profile(s), the recommended value is 12 or more characters . 

¶ For the Enterprise profile(s), the recommended value is 8 or more characters . 

Rationale:  
Enforcing a minimum password length helps protect against brute force and dictionary 
attacks, and increases the efficacy of password-based authentication systems.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Account 

Policies \ Password Policy \ Minimum password length  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value : 
0 characters  

References: 
CCE-9357-5 

1.1.5 Password must meet complexity requirements 

Description:  
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This control determines if new passwords are required to satisfy a certain level of 
complexity. This is accomplished by requiring the composition of all new passwords to be 
such that they are longer than six characters, are not comprised or the principal's 
username or real name, and contain characters from at least three distinct character 
classes (uppercase, lowercase, integer, non-alphanumeric). For all profiles, the 
recommended state for this setting is Enabled . 

Rationale:  
Enforcing password complexity requirements reduces the probability of an attacker 
determining a valid credential. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Account 

Policies \ Password Policy \ Password must meet complexity requirements  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Disabled  

References: 
CCE-9370-8 

1.1.6 Store passwords using reversible encryption 

Description:  
Windows natively stored authentication credentials in a hashed format. When 
authentication requests occur, Windows applies the same hashing algorithm to provided 
credentials and compares the result against the stored value. If the values match, the 
correct password was presented, and access is granted. 
 
In order to support some applications and their authentication, Windows can store 
passwords using reversible encryption.  If at all possible, this should be avoided.  For all 
profiles, the recommended state for this setting is Disabled . 

Rationale:  
If the system becomes compromised or the system hard disk is insecurely discarded, the 
confidentiality of passwords stored using reversible encryption is at a higher risk of 
compromise. Additionally, in the event of such a compromise, all systems, services, and 
applications accessible via the compromised credentials may realize an increased exposure 
to attacks via those credentials. 

Remediation:  
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To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Account 

Policies \ Password Policy \ Store passw ords using reversible encryption  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Disabled  

References: 
CCE-9260-1 

1.1.7 Account lockout duration 

Description:  
This control defines the minimum number of minutes a user must wait before a locked 
account is unlocked. Once the criteria for a lockout are met, the account becomes locked.  
However, the account will automatically become re-enabled once again after the duration 
ÓÐÅÃÉÆÉÅÄ ÉÎ ÔÈÅ Ȱ!ÃÃÏÕÎÔ ,ÏÃËÏÕÔ $ÕÒÁÔÉÏÎȢȱ  3ÐÅÃÉÆÙ π ÍÉÎÕÔÅÓ ÔÏ ÈÁÖÅ ÔÈÅ ÁÃÃÏÕÎÔ ÒÅÍÁÉÎ 
locked out until an administrator manually unlocks the account. For all profiles, the 
recommended state for this setting is 15 minute(s) . 

Rationale:  
Establishing a reasonable length of time a user must wait before attempting to 
reauthenticate after lockout reduces the number of authentication attempts an attacker 
may conduct in a given period of time against a single account. This in turn reduces the 
probability of an attacker successfully determining a valid credential. Additionally, 
establishing a reasonable time out period will prevent attackers from intentionally locking 
out all accounts until help desk manually resets them. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Account 

Policies \ Account Lockout Policy \ Account lockout duration  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Not defined  
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References: 
CCE-9308-8 

1.1.8 Account lockout threshold 

Description:  
This control defines the number of failed logon attempts before a user is locked out of an 
account. It is recommended that this setting be configured as described below: 
 

¶ For the SSLF profile(s), the recommended value is 10 invalid logon 

attempt(s) . 
¶ For the Enterprise profile(s), the recommended value is 50 invalid logon 

attempt(s) . 

Rationale:  
Enforcing an account lockout threshold will almost eliminated the effectiveness of 
automated brute force password attacks and improves the security of a system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Sett ings \ Security Settings \ Account 

Policies \ Account Lockout Policy \ Account lockout threshold  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
0 invalid logon attempts  

References: 
CCE-9136-3 

1.1.9 Reset account lockout counter after 

Description:  
Following an unsuccessful logon, the system increments the count of invalid attempts for 
this account.  This counter continues to increment until the lockout threshold is reached, or 
the counter is reset.  4ÈÅ Ȱ2ÅÓÅÔ !ÃÃÏÕÎÔ ,ÏÃËÏÕÔ !ÆÔÅÒȱ ÓÅÔÔÉÎÇ ÄÅÆÉÎÅÓ ÈÏ× ÏÆÔÅÎ ÔÈÅ 
counter is reset.   For all profiles, the recommended state for this setting is 15 or more 

minutes . 

Rationale:  
Resetting the account lockout counter after a reasonable amount of time will reduce the 
probability of a user accidently locking themselves out over extended periods of time.  

Remediation:  
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To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Securi ty Settings \ Account 

Policies \ Account Lockout Policy \ Reset account lockout counter after  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
0 

References: 
CCE-9400-3 

1.2 Audit Policy 
Windows 7 has detailed audit facilities that allow administrators to tune their audit policy 
with greater specificity. By enabling the legacy audit facilities outlined in this section, it is 
probable that the performance of the system may be reduced and that the security event 
log will realize high event volumes. Given this, it is recommended that Detailed Audit 
Policies in the following section be leveraged in favor over the policies represented below. 

1.2.1 Audit account logon events 

Description:  
Audit account logon events will create an entry in the Security Event Log when a local 
interactive logon, network logon, batch process, or service logon occurs.  Failed account 
logons may show a trend for password attacks; successful logon events are important to 
identify which uÓÅÒ ×ÁÓ ÌÏÇÇÅÄ ÏÎ ÔÏ ÔÈÅ ÃÏÍÐÕÔÅÒ ÁÔ Á ÇÉÖÅÎ ÔÉÍÅȢ Ȱ!ÃÃÏÕÎÔ ,ÏÇÏÎȱ ÅÖÅÎÔÓ 
ÁÒÅ ÇÅÎÅÒÁÔÅÄ ÆÒÏÍ ÔÈÅ ÕÓÅ ÏÆ ÄÏÍÁÉÎ ÁÃÃÏÕÎÔÓȠ ÔÈÉÓ ÄÉÆÆÅÒÓ ÆÒÏÍ Ȱ,ÏÇÏÎ %ÖÅÎÔÓȱ ×ÈÉÃÈ ÁÒÅ 
generated by the use of local accounts. For all profiles, the recommended state for this 
setting is Not Defined . 

Rationale:  
It is recommended that audit subcategories be leveraged instead of legacy audit policies.  A 
system is not considered less secure if this policy is set to Success and/or Failure. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Audit Policy \ Audit account logon events  

  

Audit:  
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Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No auditing  

References: 
CCE-9321-1 
CCE-9887-1 
 

1.2.2 Audit account management 

Description:  
This setting can be used to create an entry in the Security Event log when account 
management activities occur. Examples of account management activities include create or 
deleting a user or group, disabling or enabling a user, and renaming a user or group. For all 
profiles, the recommended state for this setting is Not Defined . 

Rationale:  
It is recommended that audit subcategories be leveraged instead of legacy audit policies.  A 
system is not considered less secure if this policy is set to Success and/or Failure. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Audit Policy \ Audit account management  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No auditing  

References: 
CCE-9339-3 
CCE-10169-1 
 

1.2.3 Audit directory service access 

Description:  
Auditing Directory service access will create an entry in the Security Event log when 
objects within Active Directory that been accessed.  Enabling this control has no effect 
unless a given object's SACL contains an ACE with audit flags. Enabling directory service 
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access auditing may generate a large amount of log entries, and must be implemented with 
care. For all profiles, the recommended state for this setting is Not Defined . 

Rationale:  
It is recommended that audit subcategories be leveraged instead of legacy audit policies.  A 
system is not considered less secure if this policy is set to Success and/or Failure. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Audit Policy \ Audit directory service access  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No auditing  

References: 
CCE-9224-7 
CCE-9214-8 
 

1.2.4 Audit logon events 

Description:  
Logon Events will identify which accounts are accessing resources on the local computer.  
These events are generated only when local machine credentials are used.  Even if a 
machine is a domain member, it is still possible to log on to the computer using a local 
account. For all profiles, the recommended state for this setting is Not Defined . 

Rationale:  
It is recommended that audit subcategories be leveraged instead of legacy audit policies.  A 
system is not considered less secure if this policy is set to Success and/or Failure. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer  Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Audit Policy \ Audit logon events  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 
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Default Value:  
No auditing  

References: 
CCE-9365-8 
CCE-10118-8 
 

1.2.5 Audit object access 

Description:  
This control provides auditing capabilities at the object level. This is most commonly used 
for file system objects. Enabling this control has no effect unless a given object's SACL 
contains an ACE with audit flags. For all profiles, the recommended state for this setting is 
Not Defined . 

Rationale:  
It is recommended that audit subcategories be leveraged instead of legacy audit policies.  A 
system is not considered less secure if this policy is set to Success and/or Failure. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Audit Policy \ Audit object access  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No auditing  

References: 
CCE-9162-9 
CCE-9629-7 
 

1.2.6 Audit policy change 

Description:  
This control defines whether the audit for each policy change event is activated. Changes to 
User Rights, Audit Policies, or Trust Policies will produce events in the Security Event Log if 
this is enabled. For all profiles, the recommended state for this setting is Not Defined . 

Rationale:  
It is recommended that audit subcategories be leveraged instead of legacy audit policies.  A 
system is not considered less secure if this policy is set to Success and/or Failure. 
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Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Audit Policy \ Audit policy change  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No auditing  

References: 
CCE-9180-1 
CCE-10144-4 
 

1.2.7 Audit privilege use 

Description:  
Auditing privilege use enables auditing for any operation that requires a specific privilege 
grant. If this is enabled, events will be generated in the security event log when a user or 
process attempts to bypass traverse checking, debug programs, create a token object, 
replace a process level token, or generate security audits.  
 
)Æ ÓÅÃÕÒÉÔÙ ÃÒÅÄÅÎÔÉÁÌÓ ÁÒÅ ÕÓÅÄ ÔÏ ÂÁÃËÕÐ ÏÒ ÒÅÓÔÏÒÅ ÆÉÌÅÓ ÏÒ ÄÉÒÅÃÔÏÒÉÅÓ ÕÓÉÎÇ ÔÈÅ Ȱ"ÁÃËÕÐ 
ÏÒ 2ÅÓÔÏÒÅȱ ÕÓÅÒ ÒÉÇÈÔȟ ÁÎÄ ÉÆ ÔÈÉÓ ÓÅÔÔÉÎÇ ÉÓ ÓÅÔȟ ÓÅÃÕÒÉÔÙ ÅÖÅÎÔÓ ×ÉÌÌ ÂÅ ÇÅÎÅÒÁÔÅÄȢ 
 
Privilege Use is used by all user accounts on a regular basis.  If success and failure events 
are audited, there will be a great many events in the event log reflecting such use. 
 For all profiles, the recommended state for this setting is Not Defined . 

Rationale:  
It is recommended that audit subcategories be leveraged instead of legacy audit policies.  A 
system is not considered less secure if this policy is set to Success and/or Failure. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Audit Policy \ Audit privilege use  

  

Audit:  



24 | P a g e 
 

Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No auditing  

References: 
CCE-9066-2 
CCE-10175-8 
 

1.2.8 Audit process tracking 

Description:  
When this option is enabled, an event is generated each time an application or a user starts, 
stops, or otherwise changes a process.  This creates a very large event log very quickly, and 
the information is not normally exceptionally useful, unless you are tracking a very specific 
behavior.  Auditing process tracking is not required, and is only recommended when 
absolutely necessary. 
 
Caution:  Enabling this setting may generate an excessive amount of log entries. For all 
profiles, the recommended state for this setting is Not Defined . 

Rationale:  
It is recommended that audit subcategories be leveraged instead of legacy audit policies.  A 
system is not considered less secure if this policy is set to Success and/or Failure. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Sett ings \ Local 

Policies \ Audit Policy \ Audit process tracking  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No auditing  

References: 
CCE-9347-6 
CCE-10082-6 
 

1.2.9 Audit system events 

Description:  
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Auditing System events is very important.  System events include starting or shutting down 
the computer, full event logs, and other items which impact the computer, but may not be 
directly related to security.  System events are particularly useful when reviewing a system 
during or after an incident.   For all profiles, the recommended state for this setting is Not 

Defined . 

Rationale:  
It is recommended that audit subcategories be leveraged instead of legacy audit policies.  A 
system is not considered less secure if this policy is set to Success and/or Failure. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Audit Policy \ Audit system events  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No auditing  

References: 
CCE-8407-9 
CCE-9990-3 
 

1.2.10 Audit: Shut down system immediately if unable to log security audits 

Description:  
This setting causes the system to shut down if it is unable to log a security event to the 
Security Event log. For all profiles, the recommended state for this setting is Disabled . 

Rationale:  
The risk of causing  irreparable damage to the operating system, applications, or data 
coupled with the unavailability of services provided by the system due to it being 
immediately shut down typically greatly outweigh the risk of being unable to log a Security 
event.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Audit: Shut down system immediately if unable to 

log security audits  
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Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Control \ Lsa /v crashonauditfail  

Default Value:  
Disabled  

References: 
CCE-9463-1 

1.2.11 Audit: Force audit policy subcategory settings (Windows Vista or later) to 
override audit policy category settings 

Description:  
This setting causes Windows to respect audit subcategories in favor of the legacy audit 
policies. For all profiles, the recommended state for this setting is Enabled .  

Rationale:  
Before Windows 7, no GPOs existed for configuring audit subcategories. As a result, 
subcategory audit policies established with auditpol.exe were trumped in favor of the 
legacy audit policy pushed over GPO. Enabling this setting causes the local system to favor 
the audit subcategories over the legacy audit policy.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Audit: Force audit policy subcategory settings 

(Windows Vista or lat er) to override audit policy category settings  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query  HKLM\ System \ CurrentControlSet \ Control \ Lsa /v 

scenoapplylegacyauditpolicy  

Default Value:  
Not defined  

References: 
CCE-9432-6 
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1.3 Detailed Audit Policy 
This section articulates the detailed audit policies introduced in Windows Vista and later. 
The values prescribed in this section represent the minimum recommended level of 
auditing.  

1.3.1 Audit Policy: System: IPsec Driver 

Description:  
This control defines whether Internet Protocol security (IPsec) driver activity is audited. 
For all profiles, the recommended state for this setting is Success and Failure . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy 

Object \ System \ Audit IPSec Driver \ Audit Policy: System: IPsec Driver  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"IPsec Driver" [/success:<enable|disable>  

/failure:<enable| disable>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"IPsec Driver"  

Default Value:  
No auditing  

References: 
CCE-9925-9 
CCE-9802-0 
 

1.3.2 Audit Policy: System: Security State Change 

Description:  
This control defines whether the audit is activated for changes in the security state of the 
system. For all profiles, the recommended state for this setting is Success and Failure . 
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Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy 

Object \ System \ Audit Security State Change \ Audit Policy: System: Security 

State Change  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"Security State Change" [/success:<enable|disable>  

/failure:< enable|disable>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"Security State Change"  

Default Value:  
Succ ess  

References: 
CCE-9850-9 
CCE-9179-3 
 

1.3.3 Audit Policy: System: Security System Extension 

Description:  
This control defines whether the audit is activated for the loading of extension code such as 
authentication packages by the security subsystem. For all profiles, the recommended state 
for this setting is Success and Failure . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 



29 | P a g e 
 

Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy 

Object \ System \ Audit Security System Extension \ Audit Policy: System: Security 

System Extension  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"Security System Extension" 

[/success:<enable|disable>  /failure:<enable|disable>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"Security System Extension"  

Default Value:  
No auditing  

References: 
CCE-9863-2 
CCE-9998-6 
 

1.3.4 Audit Policy: System: System Integrity 

Description:  
This control defines whether the audit is activated for violations of integrity of the security 
subsystem. For all profiles, the recommended state for this setting is Success and Failure . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Setti ngs \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy 

Object \ System \ Audit System Integrity \ Audit Policy: System: System Integrity  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"System Integrity" [/success:<enable|disable>  

/failure:<enable|disable>]  

Audit:  
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Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"System Integrity"  

Default Value:  
Success and Failure  

References: 
CCE-9520-8 
CCE-9194-2 
 

1.3.5 Audit Policy: Logon-Logoff: Logoff 

Description:  
This control defines whether the audit is activated for when a user logs off from the system. 
For all profiles, the recommended state for this setting is Success . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy 

Object \ Logon/Logoff \ Audit Logoff \ Audit Policy: Logon - Logoff: Logoff  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"Logoff" [/success:<enable|disable>  

/failure:<enable|disable>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"Logoff"  

Default Value:  
Success  

References: 
CCE-8856-7 
CCE-9058-9 
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1.3.6 Audit Policy: Logon-Logoff: Logon 

Description:  
This control defines whether the audit is activated for when a user attempts to log on to the 
system. It is recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Success and Failure . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Success . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy 

Object \ Logon/Logoff \ Audit Logon \ Audit Policy: Logon - Logoff: Logon  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"Logon" [/success:<enable|disable>  

/failure:<enable|disable>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"Logon"  

Default Value:  
Success  

References: 
CCE-9683-4 
CCE-9213-0 
 

1.3.7 Audit Policy: Logon-Logoff: Special Logon 

Description:  
This control defines whether an audit entry is created when a special logon is used. For all 
profiles, the recommended state for this setting is Success . 

Rationale:  
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Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy 

Object \ Logon/Logoff \ Audit Special Logon \ Audit Policy: Logon - Logoff: Special 

Logon  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"Special Logon" [/success:<enable|disable>  

/failure:<enable|disable>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"Special Logon"  

Default Value:  
Success  

References: 
CCE-9763-4 
CCE-9521-6 
 

1.3.8 Audit Policy: Object Access: File System 

Description:  
This control defines whether an audit entry is created when file objects are accessed. It is 
recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Fail ure . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is No auditing . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
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To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy Object \ Object 

Access \ Audit File System \ Audit Policy: Object Access:  File System  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol / set /subcategory:"File System" [/success:<enable|disable>  

/failure:<enable|disable>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"File System"  

Default Value:  
No auditing  

References: 
CCE-9217-1 
CCE-9811-1 
 

1.3.9 Audit Policy: Object Access: Registry 

Description:  
This control defines whether an audit entry is created when registry objects are accessed. It 
is recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Failure . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is No auditing . 

Rationale : 
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy Object \ Object 

Access \ Audit Registry \ Audit Policy: Object Access:  Registry  
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Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"Registry" [/success:<enable|disable>  

/failure:<enable|disable>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"Registry"  

Default Value:  
No auditing  

References: 
CCE-9737-8 
CCE-10078-4 
 

1.3.10 Audit Policy: Privilege Use: Sensitive Privilege Use 

Description:  
This control defines whether an audit entry is created when a user account or service uses 
a sensitive privilege. It is recommended that this setting be configured as described below: 
 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is No auditing . 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Success and Failure . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy 

Object \ Privilege Use \ Audit Sensitive Privilege Use \ Audit Policy: Privilege 

Use: Sensitive Privilege Use  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"Sensitive Privilege Use" 

[/success:<enable|disable>  /failure:<enable|disable>]  
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Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"Sensitive Privilege Use"  

Default Value:  
No auditing  

References: 
CCE-9878-0 
CCE-9172-8 
 

1.3.11 Audit Policy: Detailed Tracking: Process Creation 

Description:  
This control defines whether an audit entry is created when a process is created and the 
name of the program that created it. For all profiles, the recommended state for this setting 
is Success . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy 

Object \ Detailed Tracking \ Audit Process Creation \ Audit Pol icy: Detailed 

Tracking: Process Creation  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"Process Creation" [/success:<enable|disable>  

/failure:<enable|disable>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"Process Creation"  

Default Value:  
No auditing  

References: 



36 | P a g e 
 

CCE-9562-0 
CCE-9805-3 
 

1.3.12 Audit Policy: Policy Change: Audit Policy Change 

Description:  
This control defines whether an audit entry is created when change in audit policy 
including SACL changes occur. For all profiles, the recommended state for this setting is 
Success and Failure . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy Object \ Policy 

Change\ Audit  Audit Policy Change \ Audit Policy: Policy Change: Audit Policy 

Change 

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"Audit Policy Change" [/success:<enable|disable>  

/failure:<enable|disa ble>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"Audit Policy Change"  

Default Value:  
Success  

References: 
CCE-10021-4 
CCE-9235-3 
 

1.3.13 Audit Policy: Policy Change: Authentication Policy Change 

Description:  
This control defines whether an audit entry is created when changes in authentication 
policy occur. For all profiles, the recommended state for this setting is Success . 
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Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy Obje ct \ Policy 

Change\ Audit Authentication Policy Change \ Audit Policy: Policy Change: 

Authentication Policy Change  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"Authentication Policy Change" 

[/success:<enable|disable>  /failure:<enable|disable>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"Authe ntication Policy Change"  

Default Value:  
Success  

References: 
CCE-9976-2 
CCE-10014-9 
 

1.3.14 Audit Policy: Account Management: Computer Account Management 

Description:  
This control defines whether an audit entry is created when a computer account 
management event, such as a create, change, rename, delete, disable or enable event 
occurs. It is recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Success and Failure . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Success . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 



38 | P a g e 
 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Pol icy Configuration \ System Audit Policies -  Local Group Policy 

Object \ Account Management \ Audit Computer Account Management \ Audit Policy: 

Account Management: Computer Account Management  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"Computer Account Management" 

[/success:<enable|disable>  /failure:<enable|disable>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"Computer Account Management"  

Default Value:  
No auditing  

References: 
CCE-9498-7 
CCE-9608-1 
 

1.3.15 Audit Policy: Account Management: Distribution Group Management 

Description:  
This control defines whether an audit entry is created when a distribution group 
management event, such as a create, change, or delete event occurs. For all profiles, the 
recommended state for this setting is No auditing . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy 

Object \ Account Management \ Audit Distribution Group Management \ Audit Policy: 

Account Management: Distribution Group Management  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
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auditpol /set /subcategory:"Distribution Group Management" 

[/success:<enable|disable>  /failure:<enable|disabl e>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"Distribution Group Management"  

Default Value:  
No auditi ng 

References: 
CCE-9644-6 
CCE-8829-4 
 

1.3.16 Audit Policy: Account Management: Other Account Management Events 

Description:  
This control defines whether an audit entry is created when an account management event 
occurs. It is recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Success and Failure . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Success . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy 

Object \ Account Management \ Audit Other Account Management Events \ Audit Policy: 

Account Management: Other Account Management Events  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"Other Account Management Events" 

[/success:<enable|disable>  /failu re:<enable|disable>]  

Audit:  
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Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"Other Account Management Events"  

Default Value:  
No auditing  

References: 
CCE-9657-8 
CCE-9668-5 
 

1.3.17 Audit Policy: Account Management: Security Group Management 

Description:  
This control defines whether an audit entry is created when a security group management 
event, such as a create, change or delete event occurs. It is recommended that this setting 
be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Success and Failure . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Success . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy 

Object \ Account Management \ Audit Security Group Management \ Audit Policy: 

Account Management: Security Group Management  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"Security Group Managem ent" 

[/success:<enable|disable>  /failure:<enable|disable>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:" Security Group Management"  



41 | P a g e 
 

Default Value:  
Success  

References: 
CCE-9692-5 
CCE-9056-3 
 

1.3.18 Audit Policy: Account Management: User Account Management 

Description:  
This control defines whether an audit entry is created when a user account management 
event, such as a create, change, rename, delete, disable or enable event occurs. It is 
recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Success and Failure . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Success . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy 

Object \ Account Management \ Audit User Account Management \ Audit Policy: Account 

Management: User Account Management  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:" User Account Management" 

[/success:<enable|disable>  /failure:<enable|disable>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:" User Account Management"  

Default Value:  
Success  

References: 
CCE-9542-2 
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CCE-9800-4 
 

1.3.19 Audit Policy: Account Logon: Credential Validation 

Description:  
This control defines whether the audit is activated to report the results of validation tests 
on credentials submitted by a user account logon request. It is recommended that this 
setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Success and Fail ure . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Success . 

Rationale:  
Enforcing audit settings allows for security incidents to be detected and enough evidence to 
be available for analysis of those incidents.  Certain regulated industries require the logging 
of certain events and activities. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Advanced Audit 

Policy Configuration \ System Audit Policies -  Local Group Policy 

Object \ Account Logon \ Audit Credential Validation \ Audit Policy: Account Logon: 

Credential Validation  

  
Perform the following to establish recommended configuration state via auditpol.exe. 
 
auditpol /set /subcategory:"Credential Validation" [/success:<enable|disable>  

/failure:<enable|disable>]  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed.  To audit the system using auditpol.exe, perform the following: 
 
auditpol /get /subcategory:"Credential Validation"  

Default Value:  
No auditing  

References: 
CCE-9725-3 
CCE-9718-8 
 



43 | P a g e 
 

1.4 Event Log 

1.4.1 Application: Maximum Log Size (KB) 

Description:  
This controls the maximum size of the log file in kilobytes. For all profiles, the 
recommended state for this setting is 32768 KB or greater . 

Rationale:  
The recommended log size is sufficient for capturing over 2000 events per month.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Administrative Templates \ Windows Components \ Event Log 

Service \ Application \ Application: Maximum Log Size (KB)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ Windows \ EventLog \ Application /v 

MaxSize  

Default Value:  
20480 KB  

References: 
CCE-9603-2 

1.4.2 Application: Retain old events 

Description:  
This control determines Event Log behavior when the log file reaches its maximum size. 
For all profiles, the recommended state for this setting is Disabled . 

Rationale:  
Setting this value to Disabled will cause Windows to overwrite the oldest events in the log 
to continue logging new events. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Administrative Templates \ Windows Com ponents \ Event Log 

Service \ Application \ Application: Retain old events  
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Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ Windows \ EventLog \ Application /v 

Retention  

Default Value:  
Disabled  

References: 
CCE-10136-0 

1.4.3 Security: Maximum Log Size (KB) 

Description:  
This controls the maximum size of the log file in kilobytes. For all profiles, the 
recommended state for this setting is 81920 KB or greater . 

Rationale:  
The recommended log size is sufficient for capturing over 5000 events per month.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Administrative Templates \ Windows Components \ Event Log 

Service \ Security \ Security: Maximum Log Size (KB)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ Windows \ EventLog \ Security /v 

MaxSize  

Default Valu e: 
20480 KB  

References: 
CCE-9967-1 

1.4.4 Security: Retain old events 

Description:  
This control determines Event Log behavior when the log file reaches its maximum size. 
For all profiles, the recommended state for this setting is Disabled . 
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Rationale:  
Setting this value to Disabled will cause Windows to overwrite the oldest events in the log 
to continue logging new events. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Administrative Templates \ Windows Components \ Event Log 

Service \ Security \ Security: Retain old events  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ Windows \ EventLog \ Security /v 

Retention  

Default Value:  
Disabled  

References: 
CCE-9500-0 

1.4.5 System: Maximum Log Size (KB) 

Description:  
This controls the maximum size of the log file in kilobytes. For all profiles, the 
recommended state for this setting is 32768 KB or greater . 

Rationale:  
The recommended log size is sufficient for capturing over 2000 events per month.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Administrative Templates \ Windows Components \ Event Log 

Service \ System \ System: Maximum Log Size (KB)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ Windows \ EventLog \ System /v MaxSize  
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Default Value:  
20480 KB  

References: 
CCE-10156-8 

1.4.6 System: Retain old events 

Description:  
This control determines Event Log behavior when the log file reaches its maximum size. 
For all profiles, the recommended state for this setting is Disabled . 

Rationale:  
Setting this value to Disabled will cause Windows to overwrite the oldest events in the log 
to continue logging new events. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Administrative Templates \ Windows Components \ Event Log 

Service \ System \ System: Retain old events  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ Windows \ EventLog \ System /v 

Retention  

Default Value:  
Disabled  

References: 
CCE-10064-4 

1.5 Windows Firewall 

1.5.1 Windows Firewall: Domain: Firewall state 

Description:  
This control defines if the Windows Firewall will use the settings for this profile to filter 
network traffic. If this setting is set to 'off', the Windows Firewall will not use any of the 
firewall rules or connection security rules for this profile.  For all profiles, the 
recommended state for this setting is On.  

Rationale:  
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Enabling the Windows Firewall for this profile will reduce the remote attack surface of the 
system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 

Firewall Properties \ Domain Profile \ Windows Firewall: Domain: Firewall state  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile /v 

EnableFirewall  

Default Value: 
On 

References: 
CCE-9465-6 

1.5.2 Windows Firewall: Domain: Inbound connections 

Description:  
This control defines whether inbound connections are blocked or allowed to connect to the 
system for this profile. For all profiles, the recommended state for this setting is Block . 

Rationale:  
Configuring the system as recommended will reduce the remote attack surface of the 
system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuratio n\ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 

Firewall Properties \ Domain Profile \ Windows Firewall: Domain: Inbound 

connections  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
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reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile /v 

DefaultInboundAction  

Default Value: 
Block  

References: 
CCE-9620-6 

1.5.3 Windows Firewall: Domain: Display a notification 

Description:  
This control defines whether Windows Firewall displays notifications when a program is 
blocked from receiving inbound connections. It is recommended that this setting be 
configured as described below: 
 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Yes. 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is No. 

Rationale:  
Notifying the user that an application is attempting to add a firewall exception may alert 
the user of unexpected application behavior that will increase the remote attack surface of 
the system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 

Firewall Properties \ Domain Profile \ Windows Firewall: Domain: Display a 

notification  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile /v 

DisableNotifications  

Default Value:  
Yes 

References: 
CCE-9774-1 
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1.5.4 Windows Firewall: Domain: Allow unicast response 

Description:  
This controls whether the Windows Firewall will allows unicast responses to the local 
computer's outgoing multicast or broadcast messages to be received or blocked.  For all 
profiles, the recommended state for this setting is No. 

Rationale:  
Blocking these responses will reduce an attacker's ability to introduce malformed ICMP 
packets. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 

Firewall Properties \ Domain Profile \ Windows Firewall: Domain: Allow unicast 

response  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile /v 

DisableUnicastResponsesToMulticastBroadcast  

Default Value:  
Yes 

References: 
CCE-9069-6 

1.5.5 Windows Firewall: Domain: Apply local firewall rules 

Description:  
This control defines whether a local administrator is allowed to create local firewall rules 
that apply together with firewall rules configured by Group policy. It is recommended that 
this setting be configured as described below: 
 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is No. 

Rationale:  
Configuring the system as recommended will limit the potential for a user with 
administrative privileges to create a firewall rule that exposes the system to remote 
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attacks. When this control is set to 'No' only firewalls rules defined in Group Policy are 
respected. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced S ecurity \ Windows 

Firewall Properties \ Domain Profile \ Windows Firewall: Domain: Apply local 

firewall rules  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile /v 

AllowLocalPolicyMerge  

Default Value:  
No 

References: 
CCE-9686-7 

1.5.6 Windows Firewall: Domain: Apply local connection security rules 

Description:  
This control defines whether a local administrator is allowed to create local connection 
security rules that apply together with connection security rules configured by Group 
policy. It is recommended that this setting be configured as described below: 
 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is No. 

Rationale:  
Configuring the system as recommended will limit the potential for a user with 
administrative privileges to create a connection security rule that exposes the system to 
remote attacks. When this control is set to 'No' only firewalls rules defined in Group Policy 
are respected. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 
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Firewall Properties \ Domain Profile \ Windows Firewall: Domain: Apply local 

connection security rules  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile /v 

AllowLocalIPsecPolicyMerge  

Default Value:  
No 

References: 
CCE-9329-4 

1.5.7 Windows Firewall: Private: Firewall state 

Description:  
This control defines if the Windows Firewall will use the settings for this profile to filter 
network traffic. If this setting is set to 'off', the Windows Firewall will not use any of the 
firewall rules or connection security rules for this profile.  For all profiles, the 
recommended state for this setting is On. 

Rationale:  
Enabling the Windows Firewall for this profile will reduce the remote attack surface of the 
system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Conf iguration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 

Firewall Properties \ Private Profile \ Windows Firewall: Private: Firewall state  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile /v 

EnableFirewall  

Default Value: 
On 

References: 
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CCE-9739-4 

1.5.8 Windows Firewall: Private: Inbound connections 

Description:  
This control defines whether inbound connections are blocked or allowed to connect to the 
system for this profile. For all profiles, the recommended state for this setting is Block . 

Rationale:  
Configuring the system as recommended will reduce the remote attack surface of the 
system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewal l with Advanced Security \ Windows 

Firewall Properties \ Private Profile \ Windows Firewall: Private: Inbound 

connections  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile /v 

DefaultInboundAction  

Default Value:  
Block  

References: 
CCE-9694-1 

1.5.9 Windows Firewall: Private: Display a notification 

Description:  
This control defines whether Windows Firewall displays notifications when a program is 
blocked from receiving inbound connections. It is recommended that this setting be 
configured as described below: 
 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Yes. 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is No. 

Rationale:  
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Notifying the user that an application is attempting to add a firewall exception may alert 
the user of unexpected application behavior that will increase the remote attack surface of 
the system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 

Firewall Properties \ Private Profile \ Windows Firewall: Private: Display a 

notification  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile /v 

DisableNotifications  

Default Value:  
Yes 

References: 
CCE-8884-9 

1.5.10 Windows Firewall: Private: Allow unicast response 

Description:  
This controls whether the Windows Firewall will allows unicast responses to the local 
computer's outgoing multicast or broadcast messages to be received or blocked.  For all 
profiles, the recommended state for this setting is No. 

Rationale:  
Blocking these responses will reduce an attacker's ability to introduce malformed ICMP 
packets. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 

Firewall Properties \ Private Profile \ Windows Firewall: Private: Allow unicast 

response  

  

Audit:  
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Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile /v 

DisableUnicastResponsesToMulticastBroadcast  

Default Value:  
Yes 

References: 
CCE-9522-4 

1.5.11 Windows Firewall: Private: Apply local firewall rules 

Description:  
This control defines whether a local administrator is allowed to create local firewall rules 
that apply together with firewall rules configured by Group policy. It is recommended that 
this setting be configured as described below: 
 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is No. 

Rationale:  
Configuring the system as recommended will limit the potential for a user with 
administrative privileges to create a firewall rule that exposes the system to remote 
attacks. When this control is set to 'No' only firewalls rules defined in Group Policy are 
respected. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Fir ewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 

Firewall Properties \ Private Profile \ Windows Firewall: Private: Apply local 

firewall rules  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile /v 

AllowLocalPolicyMerge  

Default Value:  
Yes 
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References: 
CCE-9663-6 

1.5.12 Windows Firewall: Private: Apply local connection security rules 

Description:  
This control defines whether a local administrator is allowed to create local connection 
security rules that apply together with connection security rules configured by Group 
policy. It is recommended that this setting be configured as described below: 
 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is No. 

Rationale:  
Configuring the system as recommended will limit the potential for a user with 
administrative privileges to create a connection security rule that exposes the system to 
remote attacks. When this control is set to 'No' only firewalls rules defined in Group Policy 
are respected. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firew all with Advanced Security \ Windows 

Firewall Properties \ Private Profile \ Windows Firewall: Private: Apply local 

connection security rules  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile /v 

AllowLocalIPsecPolicyMerge  

Default Value:  
No 

References: 
CCE-9712-1 

1.5.13 Windows Firewall: Public: Firewall state 

Description:  
This control defines if the Windows Firewall will use the settings for this profile to filter 
network traffic. If this setting is set to 'off', the Windows Firewall will not use any of the 
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firewall rules or connection security rules for this profile.  For all profiles, the 
recommended state for this setting is On. 

Rationale:  
Enabling the Windows Firewall for this profile will reduce the remote attack surface of the 
system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 

Firewall Properties \ Public Profile \ Windows Firewall: Pu blic: Firewall state  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Mi crosoft \ WindowsFirewall \ PublicProfile /v 

EnableFirewall  

Default Value:  
On 

References: 
CCE-9593-5 

1.5.14 Windows Firewall: Public: Inbound connections 

Description:  
This control defines whether inbound connections are blocked or allowed to connect to the 
system for this profile. For all profiles, the recommended state for this setting is Block . 

Rationale:  
Configuring the system as recommended will reduce the remote attack surface of the 
system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 

Firewall Properties \ Public Profile \ Windows Firewall: Public: Inboun d 

connections  

  

Audit:  
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Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM\ Software \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile /v 

DefaultInboundAction  

Default Value:  
Block  

References: 
CCE-9007-6 

1.5.15 Windows Firewall: Public: Display a notification 

Description:  
This control defines whether Windows Firewall displays notifications when a program is 
blocked from receiving inbound connections. For all profiles, the recommended state for 
this setting is No. 

Rationale:  
For the public profile, this benchmark recommends against processing local firewall 
exceptions. Therefore, if a user is provided with a notification to create an exception their 
action will be ignored.   

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security S ettings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 

Firewall Properties \ Public Profile \ Windows Firewall: Public: Display a 

notification  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile /v 

DisableNotifications  

Default Value:  
Yes 

References: 
CCE-9742-8 
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1.5.16 Windows Firewall: Public: Allow unicast response 

Description:  
This controls whether the Windows Firewall will allows unicast responses to the local 
computer's outgoing multicast or broadcast messages to be received or blocked.  For all 
profiles, the recommended state for this setting is No. 

Rationale:  
Blocking these responses will reduce an attacker's ability to introduce malformed ICMP 
packets. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 

Firewall Properties \ Public Profile \ Windows Firewall: Public: Allow unicast 

response  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile /v 

DisableUnicastResponsesToMulticastBroadcast  

Default Value:  
Yes 

References: 
CCE-9773-3 

1.5.17 Windows Firewall: Public: Apply local firewall rules 

Description:  
This control defines whether a local administrator is allowed to create local firewall rules 
that apply together with firewall rules configured by Group policy. For all profiles, the 
recommended state for this setting is No. 

Rationale:  
Configuring the system as recommended will limit the potential for a user with 
administrative privileges to create a firewall rule that exposes the system to remote 
attacks. When this control is set to 'No' only firewalls rules defined in Group Policy are 
respected. 

Remediation:  



59 | P a g e 
 

To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 

Firewall Properties \ Public Profile \ Windows Firewall: Public: Apply local 

firewall rules  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile /v 

AllowLocalPolicyMerge  

Default Value:  
Yes 

References: 
CCE-9786-5 

1.5.18 Windows Firewall: Public: Apply local connection security rules 

Description:  
This control defines whether a local administrator is allowed to create local connection 
security rules that apply together with connection security rules configured by Group 
policy. For all profiles, the recommended state for this setting is No. 

Rationale:  
Configuring the system as recommended will limit the potential for a user with 
administrative privileges to create a connection security rule that exposes the system to 
remote attacks. When this control is set to 'No' only firewalls rules defined in Group Policy 
are respected. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows 

Firewall Properties \ Public Profile \ Windows Firewall: Public: Apply local 

connection security rules  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
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reg query HKLM \ Software \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile /v 

AllowLocalIPsecPolicyMerge  

Defaul t Value: 
No 

References: 
CCE-9817-8 

1.6 Windows Update 

1.6.1 Configure Automatic Updates 

Description:  
This control defines whether Windows will receive security updates from Windows Update 
or WSUS. For all profiles, the recommended state for this setting is Enabled: 3 -  Auto 

download and notify for install . 

Rationale:  
Establishing automated means to deploy and apply system updates will help ensure the 
system always has the most recent critical operating system updates and service packs 
installed. It is recommended that organizations align this option with their patch policy. For 
more information on patch management, see 
http://csrc.nist.gov/publications/nistpubs/800 -40-Ver2/SP800-40v2.pdf.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Administrative Templates \ Windows Components \ Windows 

Update \ Configure Automatic Updates  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ Windows \ WindowsUpdate \ AU /v 

AUOptions  

Default Value:  
Download the updates automatically and notify when they are ready to be 

installed  

References: 
CCE-9403-7 

http://csrc.nist.gov/publications/nistpubs/800-40-Ver2/SP800-40v2.pdf
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1.6.2 Do not display 'Install Updates and Shut Down' option in Shut Down 
Windows dialog box 

Description:  
This control defines whether the Install Updates and Shut Down option is displayed in the 
Shut Down Windows dialog box. For all profiles, the recommended state for this setting is 
Disabled . 

Rationale:  
Ensuring that the 'Install Updates and Shut Down' option is visible in the shut down 
Windows dialog will reinforce the positive behavior of installing security updates.  
 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Administrative Templates \ Windows Components \ Windows 

Update \ Do not display 'Install Updates and Shut Down' option in Shut Down 

Windows dialog box  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ Windows \ WindowsUpdate \ AU /v 

NoAUShutdownOption  

Default Value:  
Disabled  

References: 
CCE-9464-9 

1.6.3 No auto-restart with logged on users for scheduled automatic updates 
installations 

Description:  
This control defines whether Automatic Updates will wait for computers to be restarted by 
the users who are logged on to them to complete a scheduled installation. For all profiles, 
the recommended state for this setting is Disabled . 

Rationale:  
Enforcing and restricting access to this control is important because if computer cannot 
restart automatically, then the most recent update will not completely install and no new 
updates will download to the computer until it is restarted. 

Remediation:  
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To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Administrative Templates \ Windows Components \ Windows 

Update \ No auto - restart with logged on users for scheduled automatic updates 

installations  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ Windows \ WindowsUpdate \ AU /v 

NoAutoRebootWithLoggedOnUsers  

Default Value:  
Enabled  

References: 
CCE-9672-7 

1.6.4 Reschedule Automatic Updates scheduled installations 

Description:  
This control defines whether to delay automatic updates installation that would otherwise 
normally occur on computer start up. For all profiles, the recommended state for this 
setting is Enabled . 

Rationale:  
Configuring the system as recommended will help ensure that system updates do not fail to 
install or impact system startup by avoiding conflict with system startup procedures. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Administrative Templates \ Windows Components \ Windows 

Update \ Reschedule Automatic Updates scheduled installations  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Policies \ Microsoft \ Windows \ WindowsUpdate \ AU /v 

RescheduleWaitTimeEnabled  

Default Value:  
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Disabled  

References: 
CCE-10205-3 

1.7 User Account Control 

1.7.1 User Account Control: Admin Approval Mode for the Built-in 
Administrator account 

Description:  
This control defines whether the built-in Administrator account runs in Admin Approval 
Mode. For all profiles, the recommended state for this setting is Enabled . 

Rationale:  
Configuring the system as recommended will extend the security benefits of UAC to the 
Built -in Administrator account. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Admin Approval Mode for the 

Built - in Administrator account  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System /v 

FilterAdministratorToken  

Default Value:  
Disabled  

References: 
CCE-8811-2 

1.7.2 User Account Control: Behavior of the elevation prompt for 
administrators in Admin Approval Mode 

Description:  
This control defines the behavior of Windows when a logged on administrator attempts to 
complete a task requiring raised privileges. For all profiles, the recommended state for this 
setting is Prompt for credentials . 

Rationale:  
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Requiring users to reauthenticate when performing administrative actions will reduce the 
probability of malicious software or unauthorized users accessing an unlocked console 
from being able to view or manipulate sensitive Windows settings. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Behavior of the elevation 

prompt for administrators in Admin Approval Mode  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System /v 

ConsentPromptBehaviorAdmin  

Default Value:  
Prompt for consent  

References: 
CCE-8958-1 

1.7.3 User Account Control: Behavior of the elevation prompt for standard users 

Description:  
This control defines the behavior of Windows when a standard user attempts to complete a 
task requiring raised privileges. For all profiles, the recommended state for this setting is 
Automatically deny elevatio n requests . 

Rationale:  
Standard users will not have credentials required to approve the elevation request. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Set tings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Behavior of the elevation 

prompt for standard users  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
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reg query HKLM \ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System /v 

ConsentPromptBehaviorUser  

Default Value:  
Prompt for credentials  

References: 
CCE-8813-8 

1.7.4 User Account Control: Detect application installations and prompt for 
elevation 

Description:  
This control defines how Windows responds to application installation requests. For all 
profiles, the recommended state for this setting is Enabled . 

Rationale:  
Configuring the system as recommended will help ensure that users and administrators are 
aware of and explicitly approve software installations.   

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Detect application 

installations and prompt for elevation  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System /v 

EnableInstallerDetection  

Default Value:  
Enabled  

References: 
CCE-9616-4 

1.7.5 User Account Control: Only elevate UIAccess applications that are 
installed in secure locations 

Description:  
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This control helps protect Windows by only allowing applications installed in a secure 
location, such as %ProgramFiles%  and %SystemRoot%\ System32 , to run with elevated 
privileges. For all profiles, the recommended state for this setting is Enabled . 

Rationale:  
Configuring the system as recommended will help reduce the probability of elevating the 
privileges of an application that may have been created or altered by a malicious user. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Ac count Control: Only elevate UIAccess 

applications that are installed in secure locations  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System /v 

EnableSecureUIAPaths  

Default Value:  
Enabled  

References: 
CCE-9801-2 

1.7.6 User Account Control: Run all administrators in Admin Approval Mode 

Descrip tion:  
This control is the UAC on/off switch and defines whether users and administrators are 
prompted when they attempt to perform administrative operations.  For all profiles, the 
recommended state for this setting is Enabled . 

Rationale:  
Leveraging UAC will make it more difficult for a compromised process that is executing 
under the context of an administrative user to silently change Windows settings. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Run all administrators in 

Admin Approval Mode  
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Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System /v 

EnableLUA  

Default Value:  
Enabled  

References: 
CCE-9189-2 

1.7.7 User Account Control: Switch to the secure desktop when prompting for 
elevation 

Description:  
This control defines whether the UAC elevation prompt is displayed on the secure desktop. 
For all profiles, the recommended state for this setting is Enabled . 

Rationale:  
Configuring the system as recommended will limit the potential for malicious software to 
obtain credentials used for elevation.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configur ation \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Switch to the secure desktop 

when prompting for elevation  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System /v 

PromptOnSecureDesktop  

Default Value:  
Enabled  

References: 
CCE-9395-5 
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1.7.8 User Account Control: Virtualize file and registry write failures to per-user 
locations 

Description:  
This control defines whether Windows will virtualize file and registry writes to user 
locations when a non-UAC compliant application attempts to write to protected areas, such 
as the %SYSTEMROOT%. For all profiles, the recommended state for this setting is Enabled . 

Rationale:  
Configuring the system as recommended will limit the potential vulnerabilities caused by 
applications writing data to unpermitted locations on the system.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Virtualize file and registry 

write failures to per - user locations  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM\ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System /v 

EnableVirtualization  

Default Value:  
Enabled  

References: 
CCE-8817-9 

1.7.9 User Account Control: Allow UIAccess applications to prompt for elevation 
without using the secure desktop 

Description:  
This control defines whether an application is allowed to prompt for elevation without 
using the secure desktop. For all profiles, the recommended state for this setting is 
Disabled . 

Rationale:  
Configuring the system as recommended will limit the potential for malicious software to 
obtain credentials used for elevation.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
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Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Allow UIAccess applications 

to prompt for elevation without using the secure desktop  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Policies \ System /v 

EnableUIADesktopToggle  

Default Value:  
Disabled  

References: 
CCE-9301-3 

1.8 User Rights 

1.8.1 Access this computer from the network 

Description:  
This control defines whether other users on the network are allowed to connect to this 
computer. For all profiles, the recommended state for this setting is Users, 

Administrators . 

Rationale:  
Configuring the system as recommended will ensure only authorized accounts can access 
the local computer from the network. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Loca l Policies \ User 

Rights Assignment \ Access this computer from the network  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Everyone, Administrators, Users,  Backup Operators  

References: 
CCE-9253-6 
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1.8.2 Act as part of the operating system 

Description:  
This control defines whether a process is allowed to assume the identity of a any other 
user. For all profiles, the recommended state for this setting is No One . 

Rationale:  
This user right is very powerful as it enables grantees to effectively circumvent access 
controls on the local system by assuming the identity of any other user.   

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Act as part of the operating system  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No o ne 

References: 
CCE-9407-8 

1.8.3 Adjust memory quotas for a process 

Description:  
This control allows a user to modify the maximum amount of memory available to a 
process. It is recommended that this setting be configured as described below: 
 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Administrators, Local Service, Network Service . 

Rationale:  
Limiting the grant of this right will help minimize the chance of a user maliciously or 
unintentionally impacting system performance, which may result in a denial of service. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Adjust memory quotas for a process  
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Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value: 
LOCAL SERVICE, NETWORK SERVICE, Administrators  

References: 
CCE-9068-8 

1.8.4 Back up files and directories 

Description:  
This control defines whether a user is allowed to backup files and directories on the 
system. It is recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Administrators . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

Rationale:  
Configuring the system as recommended will reduce the probability of unauthorized 
disclosure of historic sensitive data. Additionally, restricting the grant of this right will limit 
the exposure to user maliciously or unintentionally overwriting data that is more recent. 

Remediat ion:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Back up files and directories  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators, Backup Operators  

References: 
CCE-9389-8 

1.8.5 Bypass traverse checking 

Description:  
This control defines whether a user with no Traverse Folder access permission is allowed 
to pass through folders as they browse NTFS or the registry. It is recommended that this 
setting be configured as described below: 
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¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 

value is Not Defined . 
¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 

Users, NETWORK SERVICE, LOCAL SERVICE, Administrators . 

Rationale:  
Enforcing or disabling access to this control slightly reduces the potential for unauthorized 
access to information. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Bypass traverse checking  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Everyone, Administrators, Users,  Backup Operators, Local Service, Network 

Service  

References: 
CCE-8414-5 

1.8.6 Change the system time 

Description:  
This control defines which users and groups are allowed to change the time and date of the 
system. For all profiles, the recommended state for this setting is LOCAL SERVICE, 

Administrators . 

Rationale:  
Limiting the grant of this right will help ensure that time stamps on event log entries, file, 
and folders are correct. Correct time stamps are essential when investigating a security 
incident.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Confi guration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Change the system time  

  

Audit:  
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Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
LOCAL SERVICE, Administrators  

References: 
CCE-8612-4 

1.8.7 Create a pagefile 

Description:  
This control defines whether a user is allowed to modify the size of a pagefile. For all 
profiles, the recommended state for this setting is Administrators . 

Rationale:  
Configuring the system as recommended will reduce the probability of a user negatively 
impacting system performance by modifying the size of the pagefile. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configurati on\ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Create a pagefile  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators  

References: 
CCE-9185-0 

1.8.8 Create a token object 

Description:  
This user right provides the ability to alter the access token object for any process or 
logged on user.  For all profiles, the recommended state for this setting is No One . 

Rationale:  
Users with this right can be used to circumvent the local access control system by altering 
the grantees own security access token or the tokens of others.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 



74 | P a g e 
 

Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Create a token object  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No One  

References: 
CCE-9215-5 

1.8.9 Create global objects 

Description:  
This control defines whether a user is allowed to create global objects that are available to 
all sessions. It is recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Administrators, SERVICE, LOCAL SERVICE,  NETWORK SERVICE. 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

Rationale:  
Enforcing and restricting access to this control will limit the potential for application failure 
and data corruption. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Create global objects  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators, SERVICE, Local Service, Network Service  

References: 
CCE-8431-9 

1.8.10 Create permanent shared objects 

Description:  
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This control defines whether a user is allowed to create new shared objects. For all profiles, 
the recommended state for this setting is No One . 

Rationale:  
This user right is not typically required by standard user accounts. Therefore, from a least 
privilege perspective, this user right should not be assigned.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Securi ty Settings \ Local Policies \ User 

Rights Assignment \ Create permanent shared objects  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No One  

References: 
CCE-9254-4 

1.8.11 Debug programs 

Descripti on: 
This control defines whether a user account is allowed to attach a debugger to any process 
or the kernel. A debugger allows a user to view and manipulate the memory and execution 
context of any process. It is recommended that this setting be configured as described 
below: 
 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Administrators . 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is No 

One. 

Rationale:  
Configuring the system as recommended will reduce the probability for a malicious local 
user to circumvent application or system security control or view sensitive information 
loaded in memory. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Debug programs  
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Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administra tors  

References: 
CCE-8583-7 

1.8.12 Deny access to this computer from the network 

Description:  
This control defines which accounts are not permitted to connect to the local computer 
from the network. For all profiles, the recommended state for this setting is Guests . 

Rationale:  
Configuring the system as recommended will ensure only authorized accounts can access 
the local computer from the network. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Deny access to this computer from the network  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Valu e: 
Guests  

References: 
CCE-9244-5 

1.8.13 Enable computer and user accounts to be trusted for delegation 

Description:  
This control defines whether a user account is allowed to change the Trusted for 
Delegation setting on a computer object in Active Directory. Delegation provides an 
impersonating process with the ability to use the impersonated principal's identity when 
making requests of remote services.  For all profiles, the recommended state for this setting 
is No One . 

Rationale:  
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Configuring the system as recommended will reduce the probability of a malicious user or 
process from accessing network resources as an impersonated client. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Enable computer and user accou nts to be trusted for 

delegation  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No One  

References: 
CCE-8930-0 

1.8.14 Force shutdown from a remote system 

Description:  
This control defines whether a user account is allowed to remotely shutdown a computer. 
For all profiles, the recommended state for this setting is Administrators . 

Rationale:  
Configuring the system as recommended will limit the potential for denial of service (DoS) 
attack.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Local Policies \ User Rights 

Assignment \ Force shutdown from a remote system  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators  

References: 
CCE-9336-9 
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1.8.15 Impersonate a client after authentication 

Description:  
This control defines whether a service or application that executes under a given account 
context is allowed to impersonate the account of a connecting client after the client has 
authenticated. This capability is most commonly used by COM or RPC servers. For all 
profiles, the recommended state for this setting is Administ rators, SERVICE, Local 

Service, Network Service . 

Rationale:  
This user right introduces the risk of an elevation of privileges vulnerability especially if it 
is granted to a malicious or compromised account. A lower privileged service that possess 
this right can impersonate a higher privileged user, such as the Administrator, if the 
Administrator connects and authenticates to the service. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Impersonate a client after authentication  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators, SERVICE, Local Service, Network Service  

References: 
CCE-8467-3 

1.8.16 Increase scheduling priority 

Description:  
This control defines whether a user is allowed to change the base priority class for a 
process. For all profiles, the recommended state for this setting is Administrators . 

Rationale:  
Restricting which users can increase scheduling priorities will reduce the probability of the 
system performance becoming severely degraded due to unintentional or malicious 
changes to process priority.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer C onfiguration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Increase scheduling priority  
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Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators  

References: 
CCE-8999-5 

1.8.17 Load and unload device drivers 

Description:  
This control defines whether a user account is allowed to dynamically load a new device 
driver on the system. For all profiles, the recommended state for this setting is 
Administrators . 

Rationale : 
Drivers operate at a very high privilege level. Restricting which principals can load device 
drivers will help reduce a malicious user's ability to negatively impact the confidentiality, 
integrity, and availability of information on the system. 

Remediati on: 
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Load and unload device drivers  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators  

References: 
CCE-9135-5 

1.8.18 Lock pages in memory 

Description:  
This control defines whether a process is allowed to keep data in physical memory. For all 
profiles, the recommended state for this setting is No One . 

Rationale:  
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Configuring the system as recommended will limit the potential for a application to 
consume large quantities of memory which may reduce system performance or result in a 
denial of services (DoS) attack by.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Lock pages in mem ory  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No one  

References: 
CCE-9289-0 

1.8.19 Manage auditing and security log 

Description:  
This control defines whether a user is allowed to change auditing options for files and 
directories and clear the Security log. For all profiles, the recommended state for this 
setting is Administrators . 

Rationale:  
Enforcing and restricting access to this control will limit the potential for a user to erase 
evidence of unauthorized activity. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Manage auditing and security log  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators  

References: 
CCE-9223-9 
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1.8.20 Modify firmware environment values 

Description:  
This control defines whether a user is allowed to configure the system-wide environment 
variables that affect hardware configuration. For all profiles, the recommended state for 
this setting is Administrators . 

Rationale:  
Configuring the system as recommended will limit the potential for a hardware failure, data 
corruption or denial of service caused by unauthorized users.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Secur ity Settings \ Local Policies \ User 

Rights Assignment \ Modify firmware environment values  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators  

References: 
CCE-9417-7 

1.8.21 Modify an object label 

Description:  
This privilege determines which users can modify the integrity label of objects that owned 
by other users.  For all profiles, the recommended state for this setting is No One . 

Rationale:  
By lowering the integrity label on an object a malicious user may expose the object to 
threats introduced by lower integrity objects. Similarly, by raising the integrity label on an 
object a malicious user may cause another user to execute code with a higher privilege 
level than expected. 

Remediati on: 
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Modify an object label  

  

Audit:  
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Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
None 

References: 
CCE-9149-6 

1.8.22 Perform volume maintenance tasks 

Description:  
This control defines whether a user is allowed to manage the system's volume or disk 
configuration. For all profiles, the recommended state for this setting is Administrators . 

Rationale:  
Configuring the system as recommended will limit the potential for a volume to be deleted 
or corruption by unauthorized users.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Perform volume maintenance tasks  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators  

References: 
CCE-8475-6 

1.8.23 Profile single process 

Description:  
This control defines whether a user is allowed to use tools to monitor the performance of 
non-system processes. It is recommended that this setting be configured as described 
below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Administrators . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not  Defined . 

Rationale:  
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Configuring the system as recommended will limit the potential for unauthorized users to 
gain additional information to perform an attack on the system.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Profile single process  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators  

References: 
CCE-9388-0 

1.8.24 Profile system performance 

Description:  
This control defines whether a user is allowed to use tools to view the performance of 
system processes. For all profiles, the recommended state for this setting is 
Administrators,  NT SERVICE\ WdiServiceHost . 

Rationale:  
Configuring the system as recommended will limit the potential for unauthorized users to 
gain additional information to perform an attack on the system.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Profile system performance  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators  

References: 
CCE-9419-3 
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1.8.25 Remove computer from docking station 

Description:  
This control defines whether a user is allowed to click Eject PC on the Start menu to unlock 
the computer. For all profiles, the recommended state for this setting is Administrators, 

Users . 

Rationale:  
Configuring the system as recommended will limit the potential for unauthorized users to 
remove a computer from its docking station without having to shut it down first.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Remove computer from docking station  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators, Users  

References: 
CCE-9326-0 

1.8.26 Replace a process level token 

Description:  
This control defines whether a process is allowed to start another service or process with a 
different security access token. For all profiles, the recommended state for this setting is 
Local Service, Network Service . 

Rationale:  
This capability is not typically required by user accounts. Therefore, from a least privilege 
perspective, this right should not be granted to those principals. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Replace a process level token  

  

Audit:  
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Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
LOCAL SERVICE, NETWORK SERVICE 

References: 
CCE-8732-0 

1.8.27 Shut down the system 

Description:  
This control defines whether a user is allowed to use shut down the operating system when 
logged on locally on the computer. For all profiles, the recommended state for this setting is 
Administrators, Users . 

Rationale:  
Configuring the system as recommended will limit the potential for a unauthorized users to 
shut down the system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Shut down the system  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators, Backup Operators, Users  

References: 
CCE-9014-2 

1.8.28 Allow log on locally 

Description:  
This control defines whether a user is allowed to interactively log on to computers in 
another userȭs environment. For all profiles, the recommended state for this setting is 
Administrators, Users . 

Rationale:  
Configuring the system as recommended will limit the potential for unauthorized users 
obtaining console access to the system. 

Remediation:  
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To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Allow log on loc ally  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

References: 
CCE-9345-0 

1.8.29 Allow log on through Remote Desktop Services 

Description:  
This control defines whether a user is allowed to log on as a Remote Desktop Services 
client. It is recommended that this setting be configured as described below: 
 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is No 

One. 

Rationale:  
Enforcing and restricting access to this control will limit the potential for unauthorized 
users to gain additional access to the network.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Allow log on through Remote Desktop Services  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators, Remote Desktop Users  

References: 
CCE-9107-4 

1.8.30 Create symbolic links 

Description:  
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This control defines whether a user is allowed to create symbolic links on the system. For 
all profiles, the recommended state for this setting is Administrators . 

Rationale:  
Configuring the system as recommended will limit the potential for users to exploit 
security vulnerabilities in applications that are not designed to use symbolic links. 
Symbolic link attacks could be used to change permissions on files, corrupt data, destroy 
data, or perform denial of service (DoS) attacks. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Create symbolic links  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators  

References: 
CCE-8460-8 

1.8.31 Deny log on locally 

Description:  
This control defines which accounts are prevented from logging on locally to the computer. 
For all profiles, the recommended state for this setting is Guests . 

Rationale:  
Configuring the system as recommended will limit the potential for unauthorized users 
accessing the system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Deny log on locally  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Guests  
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References: 
CCE-9239-5 

1.8.32 Deny log on through Remote Desktop Services 

Description:  
This control defines whether a user is allowed to log on as Remote Desktop Services client. 
It is recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Everyone . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

Rationale:  
Enforcing and restricting access to this control will limit the potential for unauthorized 
users to download and run malicious software on the system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Deny log on through Remote Desktop Services  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No One  

References: 
CCE-9274-2 

1.8.33 Generate security audits 

Description:  
This control defines whether a user is allowed to produce audit records in the Security log. 
For all profiles, the recommended state for this setting is Local Service, Network 

Service . 

Rationale:  
Accounts granted this right could use this capability to create a high volume of security 
events. This may result in increased difficulty identifying malicious activities in the event 
log. Additionally, if the security event log is configured to overwrite entries as needed, this 
capability may be used to erase evidence of security related events. 

Remediation:  
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To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Generate security audits  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Local Service, Network Service  

References: 
CCE-9226-2 

1.8.34 Increase a process working set 

Description:  
This control defines whether a user is allowed to increase or decrease the size of a 
process's working set - the set of memory pages currently visible on the process in the 
physical RAM memory. It is recommended that this setting be configured as described 
below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Administrators, Local Service . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

Rationale:  
This right is granted to the Users group by default. However, it is possible for a user to 
increase their process working set to a level that could severely degrade system 
performance and potentially cause a denial of service on the system.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Increase a process working set  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Users  
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References: 
CCE-9048-0 

1.8.35 Log on as a batch job 

Description:  
This control defines whether an account is allowed to log on using the task scheduler 
service. It is recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Administrators . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

Rationale:  
Granting a user rights introduces little risk. However, this use rights is not typically 
required by standard user accounts. On system's running IIS or ASP.NET, the IIS_WPG 
group and the IUSR_<ComputerName>,  ASPNET, and IWAM_<ComputerName> accounts require 
this user right for IIS to function properly.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Log on as a batch job  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Admin istrators, Backup Operators  

References: 
CCE-9320-3 

1.8.36 Log on as a service 

Description:  
This control defines whether an account is allowed to launch network services or register a 
process as a service running on the system. It is recommended that this setting be 
configured as described below: 
 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is No 

One. 
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Rationale:  
This user right is only required by accounts that need the ability to execute network 
services or services that run continuously on a computer, even when no one is logged on to 
the console. Limiting the grant of this use right reinforces least privilege. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Log on as a service  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No one  

References: 
CCE-9461-5 

1.8.37 Restore files and directories 

Description:  
This control defines whether a user is allowed to bypass file, directory, registry, and other 
persistent object permissions when restoring backed up data. It is recommended that this 
setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Administrators . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

Rationale:  
Account that possess this user right can gain access to sensitive data, corrupting and 
overwriting information as well as perform denial of service (DoS) attacks against the 
system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Restore files and directories  

  

Audit:  
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Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators, Backup Operators  

References: 
CCE-9124-9 

1.8.38 Take ownership of files or other objects 

Description:  
This control defines whether a user is allowed to take ownership of files, folders, registry 
keys, processes, or threads. For all profiles, the recommended state for this setting is 
Administrators . 

Rationale:  
Accounts with this user right can take ownership of any resource despite an access control 
list that would otherwise protect the resource. As such, the confidentiality, integrity, and 
availability of all data on a system that has this right insecurely configured is at risk  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Take ownership of files or other objects  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrators  

References: 
CCE-9309-6 

1.8.39 Access Credential Manager as a trusted caller 

Description:  
This control defines whether a user is allowed to access user credentials through the 
Credential Manager. For all profiles, the recommended state for this setting is No One . 

Rationale:  
The Credential Manager is the only entity that should have this right. A user possessing this 
right can obtain the credentials for other users.  

Remediation:  
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To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Access Credential Manager as a trusted caller  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
No One  

References: 
CCE-9380-7 

1.9 Security Options 

1.9.1 Network security: Minimum session security for NTLM SSP based 
(including secure RPC) servers 

Description:  
This control defines the minimum security requirements for establishing  sessions with 
NTLM SSP servers. For all profiles, the recommended state for this setting is Require 

NTLMv2 session security,Require 128 - bit encryption . 

Rationale:  
Configuring this setting as recommended will reduce the probability of an attacker being 
able to impact the confidentiality or integrity of session data. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network security: Minimum session security for NTLM 

SSP based (including secure RPC) servers  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Control \ Lsa \ MSV1_0 /v 

NTLMMinServerSec  

Default Value:  
No minimum  
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References: 
CCE-9736-0 

1.9.2 Network access: Remotely accessible registry paths and sub-paths 

Description:  
This control defines whether a registry path and sub-paths should be accessible when an 
application or process references the WinReg key to determine access permissions. It is 
recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is: 
 
System \ CurrentControlSet \ Control \ Print \ Printers  

System \ CurrentControlSet \ Services \ Eventlog  

Software \ Microsoft \ OLAP Server  

Software \ Microsoft \ Windows NT \ CurrentVersion \ Print  

Software \ Microsoft \ Windows NT \ CurrentVersion \ Windows  

System \ CurrentControlSet \ Control \ ContentIndex  

System \ CurrentControlSet \ Control \ Terminal Server  

System \ CurrentControlSet \ Control \ Terminal Server \ UserConfig  

System \ CurrentCon trolSet \ Control \ Terminal Server \ DefaultUserConfiguration  

Software \ Microsoft \ Windows NT \ CurrentVersion \ Perflib  

System \ CurrentControlSet \ Services \ SysmonLog 

 
¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 

value is Not Defined . 

Rationale:  
Restricting the remote accessibility of registry paths reduces the remote attack surface of 
the system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Remotely accessible registry paths 

and sub - paths  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query 

HKLM\ System \ CurrentControlSet \ Control \ SecurePipeServers \ Winreg \ AllowedPaths 

/v Machine  

Default Value:  
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System \ CurrentControlSet \ Control \ Print \ Printers  

System \ CurrentControlSet \ Services \ Eventlog,  

Software \ Microsoft \ OLAP Server  

Software \ Microsoft \ Windows NT \ CurrentVersion \ Print  

Software \ Microsoft \ Windows NT \ CurrentVersion \ Windows  

System \ CurrentControlSet \ Control \ ContentIndex  

System \ CurrentControlSet \ Control \ Terminal Server  

System \ CurrentControlSet \ Control \ Terminal Server \ UserConfig  

System \ CurrentControlSet \ Control \ Terminal Server \ DefaultUserConfiguration  

Software \ Microsoft \ Windows NT \ CurrentVersion \ Perflib  

System \ CurrentControlSet \ Services \ SysmonLog 

References: 
CCE-9386-4 

1.9.3 Accounts: Rename administrator account 

Description:  
This control recommends choosing a name for the built-in local administrator account that 
is different from the default. Often disabling the Administrator account is not practical.  
However, simply knowing the name of an account on a machine can be valuable 
information to an attacker.  In an attempt to hide the account, best practices recommend 
renaming the account to something unique for your implementation. 
 
If the account is renamed, anonymous Security Identifier (SID) / Name translation should 
also be disabled.  This prevents an attacker from locating the renamed account by its SID. 
For all profiles, the recommended state for this setting is any value that d oes  not 

contain the term "admin" . 

Rationale:  
Enforcing this recommendation make it more difficult for unauthorized users to guess and 
gain access to the administrator account and ultimately the system.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Accounts: Rename administrator account  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Administrator  

References: 
CCE-8484-8 
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1.9.4 Accounts: Rename guest account 

Description:  
This control recommends choosing a name for the built-in local guess account that is 
different from the default. Similar to the Administrator account, the Guest account should 
be renamed even if it is disabled.  The operating system places additional safeguards on the 
Guest account, and it is less of a target than the Administrator account, but it still deserves 
significant attention warrant changing the account name. For all profiles, the recommended 
state for this setting is any value that does not contain the term "guest" . 

Rationale:  
Enforcing this recommendation make it more difficult for unauthorized users to guess and 
gain access to the guest account and ultimately the system.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Securi ty Options \ Accounts: Rename guest account  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Guest  

References: 
CCE-9229-6 

1.9.5 Accounts: Administrator account status 

Description:  
Each Windows ÉÎÓÔÁÌÌÁÔÉÏÎ ÃÒÅÁÔÅÓ ÁÎ Ȱ!ÄÍÉÎÉÓÔÒÁÔÏÒȱ ÁÃÃÏÕÎÔ ×ÈÉÃÈ ÈÁÓ ÔÈÅ ÈÉÇÈÅÓÔ ÁÃÃÅÓÓ 
to the system.  The account has highest level access and can bypass most security controls 
ÌÏÃÁÌ ÔÏ ÔÈÅ ÍÁÃÈÉÎÅȠ ÉÔ ÉÓ ÃÏÍÐÁÒÁÂÌÅ ÔÏ ÔÈÅ ȰÒÏÏÔȱ ÁÃÃÏÕÎÔ ÉÎ 5ÎÉØȢ  -ÁÎÙ ÓÙÓÔÅÍ 
maintenance features require use of the Administrator account.  However, in some 
environments, the existence of this account can present a security risk.  By setting the 
Ȱ!ÄÍÉÎÉÓÔÒÁÔÏÒ !ÃÃÏÕÎÔ 3ÔÁÔÕÓȱ ÔÏ ÄÉÓÁÂÌÅÄȟ ÔÈÅ ÁÃÃÏÕÎÔ ÂÅÃÏÍÅÓ ÕÎÁÖÁÉÌÁÂÌÅȢ 
 
Regardless of this setting, the administrator account remains enabled when booting in Safe 
Mode. 
 It is recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Disabled . 
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¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

Rationale:  
Enforcing this control to disable the Administrator account will limit the potential for 
unauthorized users to gain access to the system as this account is a prime target for brute 
force attacks since it recommended be locked by failed logons. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Accounts: Administrator account status  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Disabled  

References: 
CCE-9199-1 

1.9.6 Accounts: Guest account status 

Description:  
The Guest account can provide some regulation to unauthenticated users.  Disabling this 
account will prevent unknown users being authenticated as Guests.  For all profiles, the 
recommended state for this setting is Disabled . 

Rationale:  
Disabling the Guest account will reduce the system's remote unauthenticated attack 
surface and ensure that only specific security principals can access resources on the 
system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Accounts: Guest account status  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 
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Default Value:  
Disabled  

References: 
CCE-8714-8 

1.9.7 Network access: Allow anonymous SID/Name translation 

Description:  
This control defines whether an anonymous user is allowed to request security identifier 
(SID) for another user or use an SID to retrieve the corresponding user name. For all 
profiles, the recommended state for this setting is Disabled . 

Rationale:  
Configuring the system as recommended will limit the potential for unauthorized users 
from initiating password guessing attacks to ultimately gain access to the system.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Local Policies \ Security 

Options \ Network access: Allow anonymous SID/Name translatio n 

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. 

Default Value:  
Disabled  

References: 
CCE-9531-5 

1.9.8 Accounts: Limit local account use of blank passwords to console logon 
only 

Description:  
Windows divides computer logons into two main types:  console or local logons and remote 
logons.  In a console logon, the user physically logs on to the device with the attached 
keyboard.  Remote logons are performed across the network using various protocols such 
as RPC, telnet, FTP and remote desktop. 
 
When this setting is enabled, the computer refuses remote logons if the user attempts to 
use a blank password, even if the blank password is valid for that account.  This setting 
should be enabled even though passwords should never be left blank. 
 For all profiles, the recommended state for this setting is Enabled . 

Rationale:  
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Refuses remote authentication requests for account with blank passwords helps ensure 
that only authorized users can access the system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Accounts: Limit local account use of blank 

passwords to co nsole logon only  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Control \ Lsa /v LimitBlankPasswordUse  

Default Value:  
Enabled  

References: 
CCE-9418-5 

1.9.9 Devices: Allowed to format and eject removable media 

Description:  
This setting governs the type of users which have authority to remove NTFS formatted 
media from the computer.  The available choices (listed from most to least restrictive) are 
Administrators, Administrators and Power Users, or Administrators and Interactive Users. 
It is recommended that this setting be configured as described below: 
 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Administrators and Interactive Users . 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Administrators . 

Rationale:  
Limiting the users that can remove NTFS media from the system reduces the probability of 
a malicious user mounting the removing a disk from the local computer to access it on 
another outside the context of the security restrictions such as DACLs. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
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Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Devices: Allowed to format and eject removable 

media  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows NT \ CurrentVersion \ Winlogon /v 

AllocateDASD  

Default Value:  
Administrator s 

References: 
CCE-8868-2 

1.9.10 Devices: Prevent users from installing printer drivers 

Description:  
Users typically need the ability to install and configure their own printers.  However, 
printer driver installation loads code directly into the privileged space of the operating 
system kernel.  The malicious user could choose to install a malicious print driver to gain 
control on the system. 
 
If users must be given the right to install printer drivers, consider requiring that the driver 
be digitally signed before it can be installed. 
 
Beware of the syntax for this option:  Enabled means the users will not be able to install 
printer drivers and may prevent proper setup of printers; Disabled allows the user to fully 
manage their own printers. 
 It is recommended that this setting be configured as described below: 
 

¶ For the Enterprise laptop and SSLF laptop profile(s), the recommended value is 
Not Defined . 

¶ For the Enterprise desktop and SSLF desktop profile(s), the recommended value 
is Enabled . 

Rationale:  
Preventing users from installing printer drivers reduces the probability of a user impacting 
the stability and security of Windows. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
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Computer Configurati on\ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Devices: Prevent users from installing printer 

drivers  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Control \ Print \ Providers \ LanMan Print 

Services \ Servers /v AddPrinterDrivers  

Default Value:  
Disabled  

References: 
CCE-9026-6 

1.9.11 Devices: Restrict CD-ROM access to locally logged-on user only 

Description:  
With sufficient privileges, users can create network shares from any folder on a Windows 
computer.  This extends to sharing a CD-ROM drive externally.  This setting would restrict 
use of the shared CD-ROM drive to the local interactive logon.  Since different CDs can be 
inserted, the user may forget or be unaware that the information on the CD becomes 
remotely accessible.  Also, unlike typical file shares, access control lists can not be placed 
on files and directories to control access and auditing. It is recommended that this setting 
be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Enabled . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

Rationale:  
Enabling this feature will limit the potential for unauthorized users to gain access to 
sensitive information on a mounted CD remotely.  

Remediati on: 
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Devices: Restrict CD - ROM access to locally logged -

on user on ly  

  

Audit:  
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Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows NT \ CurrentV ersion \ Winlogon /v 

AllocateCDRoms  

Default Value:  
Disabled  

References: 
CCE-9304-7 

1.9.12 Devices: Restrict floppy access to locally logged-on user only 

Description:  
This control defines whether the floppy drive is accessible to remote users. Similar to a CD-
ROM drive, the floppy drive can be shared to network users.  Again, the user may not 
remember that the information on all inserted floppies becomes exposed.   
 
Beware of the syntax for this option:  Enabled means users will not be able to access shared 
floppy drives.  Disabled allows access to shared floppy drives, but share-level access 
permissions still apply. It is recommended that this setting be configured as described 
below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Enabled . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

Rationale:  
Enabling this setting will limit the potential for unauthorized users to gain access to 
sensitive information on a mounted floppy remotely.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Devices: Restrict floppy access to locally logged -

on user only  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
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reg query HKLM \ Software \ Microsoft \ Windows NT \ CurrentVersion \ Winlogon /v 

AllocateFloppies  

Default Value:  
Disabled  

References: 
CCE-9440-9 

1.9.13 Domain member: Digitally encrypt or sign secure channel data (always) 

Description:  
This control defines whether a signature or encryption is required for all secure channel 
traffic initiated by domain members. For all profiles, the recommended state for this setting 
is Enabled . 

Rationale:  
Digitally signing and encrypting secure channel data will reduce the probability of a 
successful man in the middle attack while protecting the confidentiality of data traversing 
the channel. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Securit y Options \ Domain member: Digitally encrypt or sign secure 

channel data (always)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ Netlogon \ Parameters /v 

requiresignorseal  

Default Value:  
Enabled  

References: 
CCE-8974-8 

1.9.14 Domain member: Digitally encrypt secure channel data (when possible) 

Description:  
This control defines whether a system will try to negotiate encryption for all secure 
channel traffic initiated by domain members. For all profiles, the recommended state for 
this setting is Enabled . 
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Rationale:  
Digitally encrypting secure channel data will protect the confidentiality of data traversing 
the channel.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Domain member: Digitally encrypt secure channel 

data (when possible)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ Netlogon \ Parameters /v 

sealsecurechannel  

Default Value:  
Enabled  

References: 
CCE-9251-0 

1.9.15 Domain member: Digitally sign secure channel data (when possible) 

Description:  
This control defines whether a system will try to negotiate digital signatures for all secure 
channel traffic initiated by domain members. For all profiles, the recommended state for 
this setting is Enabled . 

Rationale:  
Digitally signing secure channel data will reduce the probability of a successful man in the 
middle attack.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Polic ies \ Security Options \ Domain member: Digitally sign secure channel data 

(when possible)  

  

Audit:  
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Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ Netlogon \ Parameters /v 

signsecurechannel  

Default Value:  
Enabled  

References: 
CCE-9375-7 

1.9.16 Domain member: Disable machine account password changes 

Description:  
This control defines whether a  domain member can periodically change its computer 
account password. For all profiles, the recommended state for this setting is Disabled . 

Rationale:  
By disabling this policy setting on all domain controllers, domain members will be able to 
periodically change their computer account passwords, which in-turn reduces their 
susceptibility to attacks. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Sett ings \ Security Settings \ Local 

Policies \ Security Options \ Domain member: Disable machine account password 

changes  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ Netlogon \ Parameters /v 

disablepasswordchange  

Default Value:  
Disabled  

References: 
CCE-9295-7 

1.9.17 Domain member: Maximum machine account password age 

Descript ion:  
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This control defines how many days domain member can use the same password before it 
expires. For all profiles, the recommended state for this setting is 30 days day(s) . 

Rationale:  
Enforcing a reasonably short password age will increase the efficacy of password-based 
authentication systems by reducing the opportunity for an attacker to leverage a known 
credential.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Domain member: Maximum machine account password age  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ Netlogon \ Parameters /v 

maximumpasswordage  

Default Value:  
30 days  

References: 
CCE-9123-1 

1.9.18 Domain member: Require strong (Windows 2000 or later) session key 

Description:  
This control defines whether secure channel communication requires a strong  (128-bit) 
session key. For all profiles, the recommended state for this setting is Enabled . 

Rationale:  
Utilizing a strong session key will reduce the probability of a success man in the middle 
attack. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Domain member: Require strong (Windows 2000 or 

later) session key  

  

Audit:  
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Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ Netlogon \ Parameters /v 

requirestrongkey  

Default Value:  
Disabled  

References: 
CCE-9387-2 

1.9.19 Interactive logon: Do not display last user name 

Description:  
Anyone attempting to log into a computer may see the name of the last valid user who 
logged on to that system.  This does not prevent displaying the currently logged on user 
when unlocking a workstation.  This information may seem trivial, but it helps an attacker 
tie a workstation to a particular individual, or may help an attacker gain access to a stolen 
mobile device.  
 
Educate users before enabling this setting in a domain environment.  Some users may not 
know their logon, particularly when it differs from the e-mail address or other accounts. 
 
Beware of the syntax for this option:  Enabled means the user must type in their user id on 
every logon; Disabled means the last logged on user appears in the login dialog. For all 
profiles, the recommended state for this setting is Enabled . 

Rationale:  
Enforcing and restricting this control will limit the potential for unauthorized users to 
collect account names and gain additional information to perform an attack on the system.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Interactive logon: Do not display last user name  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System /v 

DontDisplayLastUserName  



108 | P a g e 
 

Default Value:  
Disabled  

References: 
CCE-9449-0 

1.9.20 Interactive logon: Number of previous logons to cache (in case domain 
controller is not available) 

Description:  
This control defines whether a user can log on to a Windows domain using cached account 
information. When a workstation belongs to a domain, users can log on to it using domain 
ÃÒÅÄÅÎÔÉÁÌÓȢ  4ÈÅ ÄÏÍÁÉÎ ÃÒÅÄÅÎÔÉÁÌÓ ÃÁÎ ÂÅ ÃÁÃÈÅÄ ÉÎ ÔÈÅ ÌÏÃÁÌ ×ÏÒËÓÔÁÔÉÏÎȭÓ 3ÅÃÕÒÉÔÙ 
Accounts Manager (SAM) database.  On next logon, should no domain controller be 
available, the user can still log on locally by authenticating against the cached account 
information. 
 
When logging on using cached credentials, some account properties will not be enforced, 
since the domain controller maintains responsibility for enforcing account policy.  The local 
SAM database ÄÏÅÓ ÎÏÔ ȰÏ×Îȱ ÔÈÅ ÁÃÃÏÕÎÔȟ ÓÏ ÃÁÃÈÅÄ ÁÃÃÏÕÎÔ ÐÁÓÓ×ÏÒÄÓ ÄÏ ÎÏÔ ÅØÐÉÒÅȟ ÁÎÄ 
domain accounts can not be locked out when the domain is unavailable. 
When establishing corporate policy for cached accounts, consider the remote user.  They 
commonly log on with cached credentials from a laptop. To access corporate resources, the 
user establishes a Virtual Private Network (VPN) connection to the corporate network.  
Since logon occurs before the domain is availableɂthe VPN has not yet been establishedɂ
the user will never be prompted to change the password on the cached account. 
 
This setting only affects workstations joined to a domain, and only impacts interactive 
logons with domain accounts.  The workstation will not cache non-interactive log on 
information.  Change this setting to zero to disable the caching of domain accounts in the 
local SAM database. 
 It is recommended that this setting be configured as described below: 
 

¶ For the Enterprise desktop, Enterprise laptop and SSLF laptop profile(s), the 
recommended value is 2 logons . 

¶ For the SSLF desktop profile(s), the recommended value is 0 logons . 

Rationale:  
Setting the number of cached logon to the appropriate level for the system's profile will 
remove an avenue for an attacker to further compromise the environment by deriving 
credentials from the cache while allows logons should the domain become unavailable. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
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Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Interactive logon: Number of previous logons to 

cache (in case domain controller is not available)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows NT \ CurrentVersion \ Winlogon /v 

cachedlogonscount  

Default Value:  
10 logons  

References: 
CCE-8487-1 

1.9.21 Interactive logon: Prompt user to change password before expiration 

Description:  
This control defines how many days in advance a user is notified before their password 
ÍÕÓÔ ÂÅ ÃÈÁÎÇÅÄȢ 3ÈÏÕÌÄ Á ÕÓÅÒȭÓ ÐÁÓÓ×ÏÒÄ ÂÅ ÎÅÁÒ ÉÔÓ ÅØÐÉÒÁÔÉÏÎ ÄÁÔÅȟ ÔÈÅ ÌÏÇÏÎ ÐÒÏÃÅÓÓ 
warns the user and asks if they would like to change the password.  Once the password has 
expired, the user will be required to change the password to complete the logon.  This 
setting governs the window of convenience between the time when the system offers the 
user to change the password, and the time when they are required to change the password. 
For all profiles, the recommended state for this setting is 14 days . 

Rationale:  
Enforcing this control is important in to notify users in advance of the expiry of their 
password to avoid inadvertently locking them out from the computer when their password 
expires.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Loca l 

Policies \ Security Options \ Interactive logon: Prompt user to change password 

before expiration  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 



110 | P a g e 
 

reg query HKLM \ Software \ Microsoft \ Windows NT \ CurrentVersion \ Winlogon /v 

passwordexpirywarning  

Default Value:  
14 days  

References: 
CCE-9307-0 

1.9.22 Interactive logon: Require Domain Controller authentication to unlock 
workstation 

Description:  
This control defines whether a user is requires Domain Controller authentication to unlock 
a computer. This setting results from a feature in Windows domain authentication; a 
further understanding of the behavior will help you determine the setting applicable to 
your organization.  This setting does not affect standalone workstations. The typical 
sequence for failure to unlock a workstation flows something like this: 
 
1. The user repeatedly types in the wrong password. 
 
2. For each password attempted, the workstation first compares the password to the 
cached password hash used for the original logon.  If they do not match, it contacts the 
domain controller and attempts to log on. 
 
3. After a predefined number of attempts, the domain controller locks out the account, and 
the workstation reports the account lockout. 
At this point, most users will contact the system administrator and have the account 
lockout and perhaps the password reset.  However, consider the persistent user that 
continues attempting to logon: 
 
4. The user continues attempting to logon.  Each time a bad password is entered, the 
workstation still compares it to the local cache; when the comparison fails, it contacts the 
domain controller, which also denies the logon. 
 
5. Finally, the user enters the correct password.  The workstation comparison to the local 
cache succeeds. 
 
If this setting is disabled, the user then successfully unlocks the workstation.  Even with a 
locked account, the user can then continue to access network resources for connections 
which were established and authenticated before the machine was lockedɂmail servers 
and file servers in particular. Enabling this setting, however, adds an additional step after 
every successful workstation comparison with the local cache: 
 
6. The workstation presents the credentials to the domain controller.  Only if the domain 
controller authentication succeeds will the workstation be unlocked. 
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Enable this setting to protect against brute force password attacks through the screen 
saver.  However, enabling it will hinder the user who locks and hibernates their 
workstation, and then attempts to resume when the domain controller is unavailable.  
Disabling this setting (or leaving it undefined) minimizes domain controller traffic. 
 It is recommended that this setting be configured as described below: 
 

¶ For the Enterprise laptop and SSLF laptop profile(s), the recommended value is 
Disabled . 

¶ For the Enterprise desktop and SSLF desktop profile(s), the recommended value 
is Enabled . 

Rationale:  
Enforcing this control will limit the potential for unauthorized users with account that have 
been disabled from being able to unlock a computer on the network.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Interactive logon: Require Domain Controller 

authentication to unlock workstation  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows NT \ CurrentVersion \ Winlogon /v 

ForceUnlockLogon  

Default Value:  
Disabl ed 

References: 
CCE-8818-7 

1.9.23 Interactive logon: Smart card removal behavior 

Description:  
This control defines what happens when the smart card for a logged on user is removed 
from the smart card reader. For all profiles, the recommended state for this setting is Lock 

Workstation . 

Rationale:  
Enforcing this control will limit the potential for unauthorized users from gaining access to 
perform an attack on the system.  

Remediation:  
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To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Interactive logon: Smart card removal behavior  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows NT \ CurrentVersion \ Winlogon /v 

scremoveoption  

Default Value:  
No Action  

References: 
CCE-9067-0 

1.9.24 Interactive logon: Message text for users attempting to log on 

Description:  
This control defines a text message that displays to users when they log on. For all profiles, 
the recommended state for this setting is the text blessed by your organization . 

Rationale:  
Enforcing this control may be important in limiting the potential for unauthorized users 
attempting to gain access to perform an attack on the system by notifying them of the 
consequences of their misconduct.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Interactive logon: Message text for users 

attempting to log on  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System /v 

LegalNoticeText  

Default Value: 
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Not defined  

References: 
CCE-8973-0 

1.9.25 Interactive logon: Message title for users attempting to log on 

Description:  
This control defines the text that appears in the title bar of the windows the user sees when 
they log on to the system. For all profiles, the recommended state for this setting is the 

text blessed by your organization . 

Rationale:  
Enforcing this control may be important in limiting the potential for unauthorized users 
attempting to gain access to perform an attack on the system by notifying them of the 
consequences of their misconduct.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Int eractive logon: Message title for users 

attempting to log on  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System /v 

LegalNoticeCaption  

Default Value:  
Not defined  

References: 
CCE-8740-3 

1.9.26 Interactive logon: Require smart card 

Description:  
This control defines whether a user is required to log on to a computer with a smart card. It 
is recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Enabled . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 
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Rationale:  
Enforcing this control to require a smart card for log on will limit the potential for 
unauthorized users gaining access to computers containing sensitive data.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Interactive logon: Require smart ca rd  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows \ CurrentVers ion \ Policies \ System /v 

scforceoption  

Default Value:  
Disabled  

References: 
CCE-9410-2 

1.9.27 Microsoft network client: Digitally sign communications (always) 

Description:  
This control defines whether packet signing is required by the SMB client component. For 
all profiles, the recommended state for this setting is Enabled . 

Rationale:  
Digitally signing SMB communication will reduce the probability of a success man in the 
middle attack between the SMB client and server.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network client: Digitally sign 

communications (always)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
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reg query HKLM \ System \ CurrentControlSet \ Services \ LanmanWorkstation \ Parameters 

/v Requ ireSecuritySignature  

Default Value:  
Disabled  

References: 
CCE-9327-8 

1.9.28 Microsoft network client: Digitally sign communications (if server agrees) 

Description:  
This control defines whether the SMB client will attempt to negotiate SMB packet signing. 
For all profiles, the recommended state for this setting is Enabled . 

Rationale:  
Digitally signing SMB communication will reduce the probability of a success man in the 
middle attack between the SMB client and server.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network client: Digitally sign 

communications (if server agrees)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ LanmanWorkstation \ Parameters 

/v  EnableSecuritySignature  

Default Value:  
Enabled  

References: 
CCE-9344-3 

1.9.29 Microsoft network client: Send unencrypted password to third-party SMB 
servers 

Description:  
This control defines whether a server can transmit passwords in plaintext across the 
network to other computers that offer SMB services. For all profiles, the recommended 
state for this setting is Disabled . 

Rationale:  
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Configuring the system as recommended will prevent Windows for sending unencrypted 
credentials to SMB servers that lack support for SMB security mechanisms.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuratio n\ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network client: Send unencrypted password 

to third - party SMB servers  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ LanmanWorkstation \ Parameters 

/v EnablePlainTextPassword  

Default Value:  
Disabled  

References: 
CCE-9265-0 

1.9.30 Microsoft network server: Amount of idle time required before suspending 
session 

Description:  
This control defines the amount of continuous idle time that must pass in an SMB session 
before the session is suspended because of inactivity. For all profiles, the recommended 
state for this setting is 15 minutes minute(s) . 

Rationale:  
Enforcing this control will limit the potential for unauthorized users from repeatedly 
establishing SMB sessions until the server becomes slow or unresponsive.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network server: Amount of idle time 

required before suspending session  

  

Audit:  
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Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ LanManSer ver \ Parameters /v 

autodisconnect  

Default Value:  
15 minutes  

References: 
CCE-9406-0 

1.9.31 Microsoft network server: Digitally sign communications (always) 

Description:  
This control determines if the server side SMB service is required to perform SMB packet 
signing. For all profiles, the recommended state for this setting is Enabled . 

Rationale:  
Digitally signing SMB communication will reduce the probability of a success man in the 
middle attack between the SMB client and server.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network server: Digitally sign 

communications (always)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ LanManServer \ Parameters /v 

re quiresecuritysignature  

Default Value:  
Disabled  

References: 
CCE-9040-7 

1.9.32 Microsoft network server: Digitally sign communications (if client agrees) 

Description:  
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This control defines whether a server side SMB service will sign SMB packets for a client 
connection. For all profiles, the recommended state for this setting is Enabled . 

Rationale:  
Digitally signing SMB communication will reduce the probability of a success man in the 
middle attack between the SMB client and server.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network server: Digitally sign 

communications (if client agrees)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ LanManServer \ Parameters /v 

enablesecuritysignature  

Default Value:  
Disabled  

References: 
CCE-8825-2 

1.9.33 Microsoft network server: Disconnect clients when logon hours expire 

Descript ion:  
This control defines whether to disconnect a session when the user's valid logon hours 
expire. For all profiles, the recommended state for this setting is Enabled . 

Rationale:  
Unless this setting is enabled, the benefits of imposing logon hours will not be realized. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network server: Disconnect  clients when 

logon hours expire  

  

Audit:  
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Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ LanManServer \ Parameters /v 

enableforcedlogoff  

Default Value:  
Enabled  

References: 
CCE-9358-3 

1.9.34 Microsoft network server: Server SPN target name validation level 

Description:  
This control defines the level of validation a SMB server will do to the service principal 
name (SPN) when a client connects to access a shared folder or printer.  
 
Note: This control only applies to Windows Server 2008 R2 and Windows 7. It is 
recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Accept if provided by client . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

Rationale:  
Increasing the level of validation done against the SPN when a SMB connection is 
established lowers the risk of a SMB relay attack. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network server: Server SPN target name 

validation level  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ LanManServer \ Parameters /v 

SMBServerNameHardeningLevel  

Default Value:  
Off  
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References: 
CCE-8503-5 

1.9.35 MSS: (AutoAdminLogon) Enable Automatic Logon (not recommended) 

Description:  
This control defines whether a user with physical access to a computer is able to 
automatically log on. For all profiles, the recommended state for this setting is Disabled . 

Rationale:  
Enforcing this control will limit the potential for un authorized users with physical access to 
a computer from gaining access to the computer and any network that the computer is 
connected to. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ MSS: (AutoAdminLogon) Enable Automatic Logon (not 

recommended)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows NT \ CurrentVersion \ Winlogon /v 

AutoAdminLogon  

Default Value:  
The registry key does not exist.  

References: 
CCE-9342-7 

1.9.36 MSS: (DisableIPSourceRouting) IP source routing protection level 
(protects against packet spoofing) 

Description:  
This control determines if Windows will accept source routed packets. Source Routing 
allows the packet sender to dictate the route the packet will take to its destination. It is 
recommended that this setting be configured as described below: 
 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Highest protection, source routing is completely disabled . 
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Rationale:  
An attacker could use source routed packets to obscure their identity and location. If 
multiple routes are available for a given destination, an attacker may leverage source 
routing to choose the route that contains fewer security safeguards, such as intrusion 
detection systems or firewalls.   

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Config uration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ MSS: (DisableIPSourceRouting) IP source routing 

protection level (protects against packet spoofing)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ Tcpip \ Parameters /v 

DisableIPSourceRouting  

Default Value:  
The registry key does not exis t.  

References: 
CCE-9496-1 

1.9.37 MSS: (EnableICMPRedirect) Allow ICMP redirects to override OSPF 
generated routes 

Description:  
This control defines whether the Internet Control Message Protocol (ICMP) redirects to 
override Open Shortest Path First (OSPF) generated routes. It is recommended that this 
setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Disabled . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

Rationale:  
Ignoring such ICMP redirects will limit the system's exposure to attacks that will impact its 
ability to participate on the network. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
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Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ MSS: (EnableICMPRedirect) Allow ICMP redirects to 

override OSPF generated routes  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ Tcpip \ Parameters /v 

EnableICMPRedirect  

Default Value:  
Enabled  

References: 
CCE-8513-4 

1.9.38 MSS: (Hidden) Hide Computer From the Browse List (not recommended 
except for highly secure environments) 

Description:  
This control defines whether a computer will stop announcing itself to other computers on 
the same network. It is recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Enabled . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

Rationale:  
Enabling this setting may slightly reduce the probability of an attacker targeting the hidden 
system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ MSS: (Hidden) Hide Computer From the Browse List 

(not recommended except for highly secure environments)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
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reg query HKLM \ System \ CurrentControlSet \ Services \ Lanmanserver \ Parameters /v 

Hidden  

Default Value:  
Not Defined  

References: 
CCE-8560-5 

1.9.39 MSS: (KeepAliveTime) How often keep-alive packets are sent in 
milliseconds 

Description:  
This control defines every how many milliseconds TCP attempts to send a keep-alive 
packet to verify that an idle connection is still intact. It is recommended that this setting be 
configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 5 

minutes . 
¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 

value is Not Defined . 

Rationale:  
Reducing the keep alive timeout will limit the potential for malicious users to establish 
multiple connections to cause a denial of service (DoS) attack on the system.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ MSS: (KeepAliveTime) How often keep - alive packets 

are sent in milliseconds  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ Tcpip \ Parameters /v 

KeepAliveTime  

Default Value:  
The registry key does not exist.  

References: 
CCE-9426-8 
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1.9.40 MSS: (NoDefaultExempt) Configure IPSec exemptions for various types of 
network traffic 

Description:  
This control defines whether IPsec exemptions could be configured for various type of 
network traffic such as Internet Key Exchange (IKE) and Kerberos authentication protocol. 
For all profiles, the recommended state for this setting is Multicast, broadcast, and 

ISAKMP are exempt (Best for Windows XP) . 

Rationale:  
With the default exceptions in place, an attacker can bypass filtering rules by sending 
packets with a source port of 88/UDP.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ MSS: (NoDefaultExempt) Config ure IPSec exemptions 

for various types of network traffic  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ IPSEC /v NoDefaultExempt  

Default Value:  
The registry key does not exist.  

References: 
CCE-9439-1 

1.9.41 MSS: (NoNameReleaseOnDemand) Allow the computer to ignore NetBIOS 
name release requests except from WINS servers 

Description:  
This control defines whether a computer disregards NetBIOS name release requests except 
those from WINS server in the SCE. For all profiles, the recommended state for this setting 
is Enabled . 

Rationale:  
NetBT is an unauthenticated protocol that operates over the connectionless protocol UDP. 
Given these characteristics,  a malicious user could send a name conflict request to a target 
computer, which would cause the target computer to relinquish its name. This would result 
in the target computer being unable to participate with peers over NetBT. 
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Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ MSS: (NoNameReleaseOnDemand) Allow the computer to 

ignore NetBIOS name release requests except from WINS servers  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ Netbt \ Parameters /v 

NoNameReleaseOnDemand 

Default Value:  
Enabled  

References: 
CCE-8562-1 

1.9.42 MSS: (NtfsDisable8dot3NameCreation) Enable the computer to stop 
generating 8.3 style filenames (recommended) 

Description:  
This control defines whether a computer can stop generating 8.3 style file names. It is 
recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Enabled . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

Rationale:  
If a directory enumeration vulnerability exists in an application, an attacker's odds at 
successfully guessing unknown filenames is increased by using 8.3 file names. For example, 
the file "SecretFileWithLongName.doc" can be accessed with the filename "SECRET~1.doc". 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ MSS: (NtfsDisable8dot3NameCreation) Enable the 

computer to stop generating 8.3 style filenames (recommended)  
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Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Control \ FileSystem /v 

NtfsDisable8dot3NameCr eation  

Default Value:  
Disabled  

References: 
CCE-8784-1 

1.9.43 MSS: (PerformRouterDiscovery) Allow IRDP to detect and configure 
Default Gateway addresses (could lead to DoS) 

Description:  
This control defines whether Internet Router Discovery Protocol (IRDP) is used to 
automatically detect and configure default gateway addresses. It is recommended that this 
setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Disabled . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 

Rationale:  
Disabling router discovery will limit the potential for malicious network to successfully 
man-in-the-middle the system's network traffic by impersonating a router.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ MSS: (PerformRouterDiscovery) Allow IRDP to detect 

and configure De fault Gateway addresses (could lead to DoS)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM\ System \ CurrentControlSet \ Services \ Tcpip \ Parameters /v 

PerformRouterDiscovery  

Default Value:  
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Enable only if DHCP sends the Perform Router Discovery option  

References: 
CCE-9458-1 

1.9.44 MSS: (SafeDllSearchMode) Enable Safe DLL search mode (recommended) 

Descrip tion:  
This control defines whether an application is forced to begin its DLL search in the system 
path before searching the current working folder. For all profiles, the recommended state 
for this setting is Enabled . 

Rationale:  
Enabling this option will help ensure that trusted system DLLs are loaded by an application 
when it searches for DLLs. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security S ettings \ Local 

Policies \ Security Options \ MSS: (SafeDllSearchMode) Enable Safe DLL search 

mode (recommended)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ SYSTEM\ CurrentControlSet \ Control \ Session Manager /v 

SafeDllSearchMode  

Default Value:  
The registry key does not exist.  

References: 
CCE-9348-4 

1.9.45 MSS: (ScreenSaverGracePeriod) The time in seconds before the screen 
saver grace period expires (0 recommended) 

Description:  
This control defines how many seconds between when the screen saver is launched and 
when the computer console is actually locked. For all profiles, the recommended state for 
this setting is 0. 

Rationale:  
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The grace period may leave the computer vulnerable to a potential attack from someone 
who could approach the console and attempt to interact with the computer before the lock 
takes effect. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ MSS: (ScreenSaverGracePeriod) The time in seconds 

before the screen saver grace period expires (0 recommended)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ Software \ Microsoft \ Windows NT \ CurrentVersion \ Winlogon /v 

ScreenSaverGracePeriod  

Default Value:  
5 seconds  

References: 
CCE-8591-0 

1.9.46 MSS: (TcpMaxDataRetransmissions) How many times unacknowledged 
data is retransmitted (3 recommended, 5 is default) 

Description:  
This control defines the number of times that TCP retransmits an individual data segment 
before the connection is aborted. It is recommended that this setting be configured as 
described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 3. 
¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 

value is Not Defined . 

Rationale:  
This will limit the potential for malicious hosts to exhaust a target computer's resources by 
never sending any acknowledgement messages for data that was transmitted by the target 
computer. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
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Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ MSS: (TcpMaxDataRetransmissions) How many times 

unacknowledged data is retransmitted (3 recommended, 5 is default)  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ Tcpip \ Parameters /v 

TcpMaxDataRetransmissions  

Default Value:  
5 

References: 
CCE-9456-5 

1.9.47 MSS: (WarningLevel) Percentage threshold for the security event log at 
which the system will generate a warning 

Description:  
This control defines whether an entry is added to the Security event log when the log 
reaches a user-defined threshold. For all profiles, the recommended state for this setting is 
90% or less . 

Rationale: 
If the Security log reaches 90 percent of its capacity and the computer has not been 
configured to overwrite events as needed, new events will not be written to the log. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ MSS: (WarningLevel) Percentage threshold for the 

security event log at which the system will generate a warning  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ SYSTEM\ CurrentControlSet \ Services \ Eventlog \ Security /v 

WarningLevel  

Default Value:  
The registry key does not exist.  
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References: 
CCE-9501-8 

1.9.48 Network access: Do not allow anonymous enumeration of SAM accounts 

Description:  
This control defines whether an anonymous user is allowed to enumerate the accounts in 
the Security Accounts Manager (SAM). For all profiles, the recommended state for this 
setting is Enabled . 

Rationale:  
Preventing anonymous enumeration of SAM accounts removes a remote attackers ability to 
easily determine the list of users on the system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Do not allow anonymous enumeration 

of SAM accounts  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Control \ Lsa /v RestrictAnonymousSAM  

Default Value:  
Enabled  

References: 
CCE-9249-4 

1.9.49 Network access: Do not allow anonymous enumeration of SAM accounts 
and shares 

Description:  
This control defines whether an anonymous user is allowed to enumerate the accounts and 
shares in the Security Accounts Manager (SAM). For all profiles, the recommended state for 
this setting is Enabled . 

Rationale:  
Preventing anonymous enumeration of SAM accounts removes a remote attackers ability to 
easily determine the list of users on the system. 

Remediation:  
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To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Do not allow anonymous enum eration 

of SAM accounts and shares  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Control \ Lsa /v RestrictAnonymous  

Default Value:  
Disabled  

References: 
CCE-9156-1 

1.9.50 Network access: Let Everyone permissions apply to anonymous users 

Description:  
This control defines what additional permissions are assigned for anonymous connections 
to the computer. For all profiles, the recommended state for this setting is Disabled . 

Rationale:  
Disabling this setting is important as unauthorized users could anonymously list account 
names and shared resources and use the information to attempt to guess passwords, 
perform social engineering attacks, or launch DoS attacks. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Let Everyone permissions apply to 

anonymous users  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Control \ Lsa /v 

EveryoneIncludesAnonymous  

Default Value:  
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Disabled  

References: 
CCE-8936-7 

1.9.51 Network access: Named Pipes that can be accessed anonymously 

Description:  
This control defines which communication sessions, or pipes, will have attributes and 
permissions that allow anonymous access. It is recommended that this setting be 
configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is None. 
¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 

value is Not Defined . 

Rationale:  
Configuring the system as recommended reduces to the system remote attack surface.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Named Pipes that can be accessed 

anonymously  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentControlSet \ Services \ LanManServer \ Parameters /v 

NullSessionPipes  

Default Value:  
netlogon  

lsarpc  

samr  

browser  

References: 
CCE-9218-9 

1.9.52 Network access: Remotely accessible registry paths 

Description:  
This control defines which registry paths can be accessed remotely. It is recommended that 
this setting be configured as described below: 
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¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 

value is Not Defined . 
¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is: 

 
System \ CurrentControlSet \ Control \ ProductOptions  

System \ CurrentControlSet \ Control \ Server Applications  

Software \ Microsoft \ Windows NT \ CurrentVersion  

Rationale:  
Restricting the remote accessibility of registry paths reduces the remote attack surface of 
the system. 

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Remotely accessible registry paths  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query 

HKLM\ System \ CurrentControlSet \ Control \ SecurePipeServers \ Winreg \ AllowedExactPa

ths /v Machine  

Default Value:  
System \ CurrentControlSet \ Control \ ProductOptions  

System \ CurrentControlSet \ Control \ Server Applications  

Software \ Microsoft \ Windows NT \ CurrentVersion  

References: 
CCE-9121-5 

1.9.53 Network access: Restrict anonymous access to Named Pipes and Shares 

Description:  
This control defines restricts anonymous access to only those shares and pipes that are 
named in the Network access. It is recommended that this setting be configured as 
described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is 
Enabled . 

¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 
value is Not Defined . 
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Rationale:  
Restricting anonymous access to named pipes and shares will ensure that only explicitly 
security principals have access to these resources.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Restrict anonymous access to Na med 

Pipes and Shares  

  

Audit:  
Navigate to the GPO articulated in the Remediation section and confirm it is set as 
prescribed. Alternatively, execute the following to determine if the system is configured as 
recommended: 
 
reg query HKLM \ System \ CurrentContro lSet \ Services \ LanManServer \ Parameters /v 

restrictnullsessaccess  

Default Value:  
The registry key does not exist.  

References: 
CCE-9540-6 

1.9.54 Network access: Shares that can be accessed anonymously 

Description:  
This control defines which network shares can be accessed by anonymous users. It is 
recommended that this setting be configured as described below: 
 

¶ For the SSLF desktop and SSLF laptop profile(s), the recommended value is None. 
¶ For the Enterprise desktop and Enterprise laptop profile(s), the recommended 

value is Not Defined . 

Rationale:  
Preventing anonymous access to shares will ensure that only explicitly security principals 
have access to shared resources.  

Remediation:  
To establish the recommended configuration via GPO, set the following to the value 
prescribed above: 
 
Computer Configuration \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Shares that can be accessed 

anonymously  

  


























































































